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Cnucok cokpameHuii 1 0003HAYEHUH

ABC — aHTHUBUpYCHBIE CPENCTBA

APM — aBTomMaTH3upoOBaHHOE pabouee MECTO

AC — aBTOMAaTU3UpPOBAHHAS CUCTEMa

AC3H — aBTOMaTHU3UPOBAHHAA CUCTEMA B 3alIMIICHHOM
UCIIOJHEHUU

NCII[In — uadopMaiuoHHas CUCTeMa MEPCOHAIbHBIX JTAHHBIX

KOU — xpuntorpaduuecku onacHas uHpopmMmaius

JIBC — nokanbHasi BBIYUCIUTEbHAS CETh

M3 — mexceTeBOM 3KpaH

OC — omnepanuoHHas cUcTeMa

[I/IH — mepcoHaJbHBIE TAHHBIC

[IMB — nporpaMMHO-MaTeMaTU4€CKOE BO3JIENUCTBUE

ITO — mporpamMmMHoOe obOecrieueHUe

[IDMHUH — nmoGouyHbIE 2JT€KTPOMAaTrHUTHBIC U3JIYUCHUS U HABOJIKH

CA3 — cucrtema aHainus3a 3allUIMEHHOCTHA

C3U — cpeacTra 3amuThl HHGOpMaALIUH

C3I1[Jn — cucteMa (moJcucTeMa) 3alIUThl NEPCOHATBHBIX HaHHBIX

CK3U1 — cpencrtBa kpuntorpaduueckoi 3amuThl HHOOpMALIUH

COB — cuctema oOHapyXeHUs BTOPKECHUU

TC — TexHUUYECKOE CPENCTBO

YBIIJIH — yrpo3sl 6€30MacHOCTH MEePCOHATBHBIX JaHHBIX

1. O61mme noJio:KeHNs

1.1. TlonoxxeHue o0 opraHW3alMK U MPOBEACHHUIO PAOOT MO 00ECTICUCHUIO
0€30MacHOCTH TIEPCOHATBHBIX JTAHHBIX MPU MX aBTOMATH3UPOBAHHOW 00paboOTKe B
WH(POPMAIIMOHHBIX CHCTeMaX MEepPCOHANBHBIX JaHHBIX (mamee — IlonoskeHue)
pa3paboTaHo B coOTBEeTCTBUU ¢ DeaepanbHbIM 3aKk0HOM Poccuiickoit denepanun
or 27.07.2006 Ne 152-®3 «O mnepcoHaNbHBIX MaHHBIXY», [locTaHOBICHHEM
[IpaButenscTBa Poccmiickoit ®emeparuu ot  01.11.2012 Ne 1119 «O6
YTBEPKACHUU TPeOOBaHUH K 3alUTE MEPCOHAIBHBIX TAHHBIX MPU UX 00pabOTKE B
MHQOPMAIIMOHHBIX ~ CHCTEMax IMEPCOHAJBHBIX  JAHHBIX», METOJUYECKUMU
pexkomenparusamMu  ®CTOK Poccum u @Chb Poccum B 1ensax oOecreueHus



0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX NMPHU UX 00paboTKe B MH(POPMALMOHHBIX
CHUCTEMAaX MEPCOHATBHBIX TaHHBIX.

1.2. Tlonoxenue ompenenser mnopsaok padorsl mnepcoHana WCII[AH B
gyactu obOecneduenust Oe3omacHoctd [I/IH npu ux oOpaboTke, MOPSAOK
pa30upaTenbCTBa U COCTABIEHUS 3aKI0YEHUHN 10 paKkTaM HEeCOOI0ICHHS YCIOBUI
XpaHEHUsI HOCHUTENIEW INEPCOHANBbHBIX JAHHBIX, MCIOJIB30BAHMS CPEICTB 3aLUTHI
uHbopMalK, pa3pabOTKy U MPUHATHE MEp MO MPEAOTBPALUICHHIO BO3MOMKHBIX
OMAacCHbIX  MOCJIEICTBUM  TAaKUX  HApPYLIEHUW, MOPAJOK  HPUOCTAHOBKH
npenoctaBienus IIJlH B cinydyae oOHapyKeHHs HapylIEHUW MOpsSIKa MX
npeloCTaBiIeHUs, MOPSAOK oOydeHusl mepcoHana npaktuke padorst B MCIIH,
HNOPSAJIOK TPOBEPKH 3JEKTPOHHOro >xkypHana oOpamenuit k WCII[H, nopsmok
KOHTPOJISI COOJIIOICHUS YCIIOBHM MCIOJIb30BAaHUSI CPEJCTB 3alIUThl MHGOPMAIUH,
IPEAYCMOTPEHHBIE SKCIUTYaTalMOHHON M TEXHUYECKOW JOKYMEHTALlUEW, MpaBuia
OOHOBJIEHUSI OOIIECHUCTEMHOI0 M TNPUKIAJHOIO MPOTPAMMHOIO OOecredeHus,
npaBuja OpraHMW3alyy aHTHUBUPYCHOW 3amuThl M mapoibHoM 3amutbl WCIIH,
NOPSIIOK  OXpaHbl M JIONYCKAa IOCTOPOHHUX JIMI B TMpEAeabl T'PAHUIBI
KOHTPOJIMPYEMOU 30HBI.

1.3. Tlpu obecnieyenuu 6e3onacHOCTH NepcoHadbHbIX JaHHbIX B UCII/IH ¢
UCIIOJIb30BAaHUEM KPUNTOrpaUUYECKUX CPEJICTB 3alllUThl HH(POPMAIMH  BCE
COTPYIHUKU OOpa30BaTEIbHOW OpraHu3aluu OOs3aHbl BBIMIOJHATH TPEOOBAHMS
npukaza DCB Poccun ot 21.02.2008 No 149/6/6-622 «Tumossie TpeOOBaHHS 110
OopraHu3alnuu u o0ecreueHunto (YHKIIMOHUPOBAHUS KU (pOBaIBbHBIX
(kpunTorpaduueckux) CpesCTB, NPeAHA3HAYEHHBIX JIs 3alIUThl HH(OpMaLUy, HE
colepXKallled CBEACHUH, COCTABIIAIOLIMX TOCYIapCTBEHHYIO TaliHy, B Cily4ae HX
UCTOJIb30BaHMs U1 oOecreueHus: 0€30MacHOCTH NEPCOHAIBHBIX JAaHHBIX MPH UX
00paboTke B MTHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX).

2. Iopsinok padorbl mepconasa HCIIn B yactu obGecneueHus:
oe3zonacHocTu I1/In mpu nx odpadorke B UCIIAn

2.1. Jlomyck monws3oBaTeneit s pabotrel Ha KommbioTtepax WCII/IH
OCYIIECTBIISIETCSI HA OCHOBAaHWUHU IPUKa3a, KOTOPBIA H3IAaeTCA PYKOBOJIUTEIEM
001eo0pa3oBaTeIbHOM OpTraHW3allMi, W B COOTBETCTBHH CO CITMCKOM JIHII,
nomymeHabix K padore B MCII[In. C nenpio obecrnedeHrss OTBETCTBEHHOCTH 3a
BEJICHUE, HOPMaJbHOE (PYHKIIMOHUPOBAHUE M KOHTPOJH PabOTHl CPEACTB 3aIUTHI
unpopmarmn B MCII[In pykoBoguTenem oOpa3oBaTeNbHOM OpraHu3arueit
HA3HAYAETCs aJIMHUHHUCTPATOp OE30MaCHOCTH C IIEJIbI0 KOHTPOJISI BBITIOJHEHHUS
HEOOXOIMMBIX MEPOTPHUATHNA TI0 00eCTIeueHNI0 OE30MaCHOCTH OTBETCTBEHHBIN 3a
3amuTy HHGOPMAIIHH.

2.2. Tlomp3oBaTenh WMEET MPaBO B OTBEACHHOE €My BpEMsS pElIaTh
MOCTABIICHHBIE 337]a4d B COOTBETCTBHH C TIOJHOMOYHSMH JOCTyla K pecypcam
NCIIdn. [TonHOMOUMA MOJIb30BaTENEN (ponm MOJIL30BATEIICH ) K
WH()OPMAITMOHHBIM peCypcaM OTPESIISIOTCS B MaTPHUIIE JOCTYIIA, YTBEPKIAEMOM
PYKOBOIHTENIEM O00pa30BaTeIbHONW oOpraHusanud. llpw 3TOM s XpaHEHUs
undopmanuu, conepxkaiieit I1J{H, pazpemaercs: UCIOAB30BaTh TOJBKO MAIIMHHBIC
HOCHUTENN WH(OpPMAITUH, YYTEHHBIC B )KypHaJe YIETa MAIIMHHBIX HOCUTENCH.



2.3. ITlonb3oBaTenb HECET OTBETCTBEHHOCTH 3a MPABUIIBHOCTh BKIIIOUECHHS
Y BBIKJIIOUEHUs cpeACTB BbrurcautenapbHoi Texuuku (CBT), Bxona B cuctemy U Bce
neuctBus npu padore B UCII/IH.

2.4. Bxon monb30BaTeNsi B CUCTEMY MOXET OCYIIECTBISTHCS IO
BbIIABAEMOMY €MY DJIEKTPOHHOMY HUACHTHU(PUKATOPY WM MO MEPCOHAIBHOMY
apoJIko.

2.5. 3anuce uHpopmauuu, coxaepxameir I[I/ln, ocymectBusercs
NoJib30BaTesieM  Ha  ChEMHBIE ~ MAIIMHHBIE  HOCHUTENW  MHMOpMaIuw,
COOTBETCTBYIOIIUM O00Pa30M YUYTEHHBIE B JKypHaJe yuéTa MalllMHHBIX HOCUTEIEH.

2.6. Ilpu paGote co ChbEMHBIMU MAIIMHHBIMU HOCUTENISIMH MHGOpPMAIIH
[0JIb30BaTENb KaXIbId pa3 mepea HadajaoM paboTbl 00si3aH MPOBEPUTHh HX Ha
OTCYTCTBUE BHMPYCOB C MCHOJB30BAHMEM IITATHBIX AHTUBUPYCHBIX MPOrpaMM,
ycTaHoBleHHbIX Ha komnbiorepax MCII[IH. B cnyuae oOHapykeHHs BHUPYCOB
[0JIb30BaTeNb 0053aH HEMEMJIEHHO MPEKPaTUTh HCIIONb30BAaHUE 3apa’keHHBIX
HOCHUTENEH U IeCTBOBATh B COOTBETCTBUU C TpeOOBaHUsIMU JAaHHOTO [lonoxeHus.

2.7. Kaxnplii  COTpyOHUK,  yYacTBYIOIIMM B  paMKax  CBOHUX
(GYHKIIMOHAIBHBIX O0S3aHHOCTEHW B MPOIECCaX aBTOMATHU3UPOBAHHOW 00padOTKU
[IlH v wuMerOmM JOCTYNl K amnmapaTHbIM CpeAcCTBaM, MPOTPAMMHOMY
obecneuenuto u fanubiM UCII/IH, HecéT mepcoHaNbHYIO0 OTBETCTBEHHOCTD 32 CBOU
NeNCTBUS U 00sI3aH:

— CcTporo  coOJoJaTh  YCTaHOBIIEHHbIE  MpaBuWia  oOecreyeHus
6e3onacHocTd MH(OpManuMu TMpu paboTe ¢ MPOrpaMMHBIMU M TEXHUYECKUMHU
cpencrBamu UCII/IH;

— 3HaThb W CTPOrO BBIMOJHATH NMpaBuiia pabOThl CO CPEACTBAMH 3aIUTHI
uH(OpMaINH, YCTAaHOBJICHHBIMU Ha KoMIiibtoTepax UCIIH;

— XpaHUThb B TallHe CBOM mMmapoib (mapoiu). B coorBercTBuu ¢ m.m. 8.5.,
8.6. nanHoro IlonokeHHsI M C YCTAaHOBJICHHOW MNEPUOAMYHOCTHIO MEHATH CBOMU
napoJib (maposin);

— XpaHUThb YCTAHOBJICHHBIM MOPSIKOM CBO€ MHIMBHIYaJbHOE YCTPONUCTBO
uaeHTUGUKaIUK (KITI0Y) U IPYrUe PEKBU3UTHI B ceiide (MeTautmaeckoM mkady);

— BBIMIOJIHATH TPeOOBaHUA MO OpPraHU3alUM AHTUBUPYCHOW 3alllUTHl B
HOJTHOM 00BEME.

HemenneHHo mM3BeCTHTh OTBETCTBEHHOTO 3a 3alIUTy WHGOpMAK U (HIN)
aAMUHUCTpaTopa  WHPOPMAIMOHHOW  0E€30MacHOCTH B Claydae  yTepH
WHANBUAYATBLHOTO yCTPOICTBA UACHTH(UKAIMK (KJfo4a, rutoken u T.1.) WK TIpH
NOJ03PEHUN KOMIIPOMETAIlMM JIMYHBIX KIIOYEeH W mapojed, a Takke MOpH
OoOHapyKCHUH

— HapylIEHWHA LEJOCTHOCTH IUIOMO  (HaKjeeK, HapyLIEeHHH WIH
HECOOTBETCTBHHM HOMEPOB IeUaTeil) Ha coCTaBistomux y3nax u 01okax CBT wim
UHBIX (DAKTOB COBEPIIEHUS B €r0 OTCYTCTBUE MOIBITOK HECAHKIMOHHUPOBAHHOTO
noctyna (nanee - HCJ/I) k nanubiM 3amuimaembiMm CBT;

—  HECAHKI[MOHUPOBAHHBIX (Tpou3BeICHHBIX C HapyLIEHUEM
YCTAHOBJIEHHOI'O TMOpsAJIKA) M3MEHEHUW B KOH(PUTYpallMM TPOTrPpaMMHBIX WIIU
anmapataeix cpencts UCII/IH;



— OTKJOHEHHH B HOpPMajdbHOM pabOTe€ CHUCTEMHBIX M MPHUKIATHBIX
MPOTrpaMMHBIX CPEJICTB, 3aTpynHstonux skcruryatanuio CBT, Beixoga u3 cTpos
WIM HeycTohunmBoro ¢yHkuuoHupoBanuss y3noB CBT wnmm nepudepuitHbix
YCTPOMCTB (CKaHepa, MpUHTEpAa M T.M.), a TaKke MepedoeB B CHUCTEME
ANEKTPOCHAOKEHUS;

— HEKOPPEKTHOTro (YHKIIMOHWPOBAHUSI YCTAHOBJIEHHBIX HA KOMIIBIOTEPHI
TEXHUYECKUX CPEJICTB 3aIUTHI,

— HENpeayCMOTPEHHBIX OTBOJIOB KaOesel U MOAKIIOUEHHBIX YCTPOUCTB.

[Tonb3oBaTeN0 KATErOPUYECKU 3aMPEIAeTC:

— HCIOJIb30BaTh  KOMIIOHEHThI ~ MPOTPAaMMHOTO W amnmapaTHOro
obecrnieuenusi [I9BM B Hecmy)eOHBIX 1IENISX;

— CaMOBOJIbHO BHOCHUTHb Kakue-Tu00 U3MEHEHUS B KOH(UTYypaIHIO
anmapaTtHo-niporpaMMHubIx cpeactB MCII[lH uau ycTaHaBIuMBaTh JOMOJHUTEIBHO
a00bIe TIpOorpaMMHBIC M amlmapaTHbhIE CPEACTBA, HE MPEIYCMOTPEHHBIE apXHWBOM
JTUCTPUOYTUBOB YCTAHOBJIEHHOT'O MPOTPAMMHOI0 00ECIICUeHNUS;

— ocymiecTBIATh 00paborky I[I/[H B mpucCyTCTBUM TOCTOPOHHMX (HE
JOMYIIEHHBIX K JAHHOW UH(OPMAITIH ) JINII;

— 3aluchiBaTh M XpPaHUTh  KOHPUICHIHAIbHYIO  WH(OpMaIHio
(comepkallyr0 CBEACHUS OTPAaHUYEHHOTO PACIpPOCTPAHCHUS) Ha HEYYTCHHBIX
MaITMHHBIX HOCUTENSIX MHpOpMaIuu (THOKMX MarHUTHBIX JUCKAX U T.IL.);

—  OCTaBJIATH BKJIIOYEHHBIM 0€3 MPUCMOTpPa KOMIBIOTEP, HE aKTUBU3UPOBAB
cpenctia 3amuThl oT HCJI (BpeMeHHyI0 0J10KMPOBKY SKpaHa U KJIaBUATYPHI);

—  OCTaBJATH 0€3 JIMYHOTO0 MPUCMOTpa Ha paboyeM MecTe WU /i€ Obl TO HU
OBLJIO CBOE MEPCOHAIBHOE YCTPOWCTBO WACHTHU(PUKALUK, MAITMHHBIE HOCUTENU U
pacrnevarku, coJepKalue 3aiunaeMyo nHhopMaIuio (CBeJeHUsI OTPaHUuYEHHOTO
pacnpoCTpaHeHuUs );

—  YMBIIUIEHHO UCTIOJIh30BaTh HEIOKYMEHTHPOBAHHBIE CBOMCTBA M OLIUOKU
B MPOTPAMMHOM OOECIEUYEHHH WJIM B HACTPOWKAX CPEJCTB 3alIUTHI, KOTOPHIC
MOTYT MPUBECTH K BOSHUKHOBEHUIO KPU3UCHOM CUTYaIlUU;

— pa3memarb cpencrea HCII[IH Tak, 4ToOBI C HE CYIIECTBOBAIO
BO3MOKHOCTH BH3yaJIbHOTO CUMTHIBAHUS WH(OpMAIUK.

2.8. Anmunuctpatop 0Oe3omacHOCTH  (OTBETCTBEHHBIM 32  3aIlUTYy
uHbOopMaIK) 00s13aH:

— 3HAaThb COCTaB OCHOBHBIX M BCIIOMOTAaTEJIbHBIX TEXHUYECKUX CHUCTEM, U
cpeactB (mamee — OTCC m BTCC) ycTaHOBIEHHBIX M CMOHTHUPOBAHHBIX B
NCIIIH, nepeyeHb UCIOIb3yeMOro mporpaMmHoro odecneuenus (ganee — I10) B
NCIIdx;

— KOHTPOJHMPOBATH MEIOCTHOCTh MevaTei (TIoMO, 3aIlUTHRIX HAKJIEEK) Ha
nepudepuitHoM o00opynoBanuw, 3anuiieHHbIX CBT u npyrux ycTpoicTBax;

— TPOU3BOAUTH HEOOXOJMMBbIE HACTPOUKHM TMOJCUCTEMBI  YNPABICHUS
noctynoM, yctaHoBiaeHHbIXx B HCII[Iln C3U1 or HCJI u compoBoxaaTh HUX B
MPOIIECCe IKCIUTYaTallUuM, IPU ITOM:

— pealu30BBIBATH MOJHOMOYHUS AOCTyMa (YTEHHUE, 3alUCh) JUISl KaXI0ro
MOJIB30BATENIS K 3JIEMEHTaM 3alllUIaeMbIX HHPOPMAIIMOHHBIX pecypcoB ((paiinam,
KaTajioram, pUHTEPY U T.11.);



— BBOAUTH onucanus noib3oBateneit UCIIAn B unpopmanmonnywo 6azy
C3U ot HC/I;

— CBOEBPEMEHHO YJaJsiTh ONMKMCAHUs MoJib3oBaTene u3 6asnl nanubix C3U
MIPU U3MEHEHUHU CIIUCKA TONYIIEHHBIX K padoTe JIULL;

— CBOEBPEMEHHO BHOCHUTH HW3MEHEHHs M JONOJHEHHS B CIHMCOK
COTPYIHHUKOB, TonyieHHbIX K padote B UCII/IH;

— TNPOBOJAUTH MHCTPYKTaX COTPYAHUKOB — IOJB30BATENEH KOMIIBIOTEPOB
10 MpaBujaM paboThl C UCTIONB3YEMBIMU TEXHUYECKUMHU CPEACTBAMU U CUCTEMAMHU
3aIUThl HHPOPMALIUH;

— KOHTpPOJIUPOBATh CBOEBPEMEHHOE (HE peke ueM OAMH pa3 B TeueHue 360
JTHEN) MpOoBeACHUEe CMEHBI MapoJiel A JOCTyMa MoJib30BaTesiell K KOMIIbIOTEpam
u pecypcam MCII/IH;

— obecrnieunBaTh IMOCTOSHHBIA KOHTPOJb BBIMIOJHEHHUS COTPYAHUKAMHU
YCTAHOBJIEHHOTO KOMIUIEKCA MEpPONpUITHI M0 oOecrnedyeHno 0e30MacHOCTH
unpopmaruu B UCIT/H;

— OCYLIECTBIISAITH KOHTPOJb MOpsAJIKAa CO3JaHUsA, Yy4eTa, XpaHEHUs U
UCIIOJIb30BaHMS PE3EPBHBIX U APXUBHBIX KOTIMI MAaCCUBOB JIaHHBIX;

— HacTpauBaTb M CONpPOBOXKAATh IOJCUCTEMBl PETUCTPALUM U YyYeTa
nencTBui nosb3oBatenei npu padore B UCII/IH;

— BBOAUTh B 0a3y naHHbix C3UM OT HECaHKIMOHMPOBAHHOIO JOCTYIIa
OMMCAHMSI COOBITHIA, MOJICKAIINX PETUCTPALIUUA B CHCTEMHOM KYypHAJIE;

— TMPOBOAUTH AaHAJIU3 CUCTEMHOrO JKypHajua [Js BBISBICHUS IONBITOK
HECAHKIIMOHUPOBAHHOI'O JIOCTYyTA K 3alIUIIAEMbIM PECYpCaM;

— OpraHM30BBIBaTH Te4yaTh (aillioB moJb30BaTelled Ha TMPUHTEpPE U
OCYIIECTBIISITh KOHTPOJIb COOJIIOJICHUS] YCTAaHOBJICHHBIX MPaBUJI U TMapaMeTpoB
perucTpanuu M ydera OyMakHbIX Hocutened wuHpopmanuu. CoOmpoBOXKIATH
oJICUCTEMBI oOecrieueHus 1eaocTHocTH nHdopmanuu B UCITH;

— nepuonuuecku TectupoBaTh QyHkiuu C3U or HCJ, ocobenno mpu
W3MEHEHUU MMPOTPAMMHOM CpeJibl U TOJTHOMOYMIN UCTIOJTHUTENEH;

— BOCCTaHaBJIMBaTh NPOrPaMMHYIO Cpely, HpOrpaMMHBIE CpPEACTBAa U
Hactporku C3U npu c6os1x;

— BecTd JBe komuu mnporpamMmubix cpeactB C3M or HCI wu
KOHTPOJINPOBATH UX paOOTOCIIOCOOHOCTS;

— KOHTPOJIUPOBAaTh OTCYTCTBHE HA MArHUTHBIX HOCHUTENISX OCTATOYHOMU
uH(OpPMaIMK 0 OKOHYAHUH paOOThI IMOJIb30BaTENICH;

— TEpPUOJUYECKH OOHOBISATH AHTUBHUPYCHBIE cpefcTBa (0a3bl JaHHBIX),
KOHTPOJIUPOBATH COOIIOJEHUE MOJIB30BATEISIMU MOPSAOK U MpaBUia MPOBEICHHUS
AHTUBUPYCHOI'O TECTUPOBAHUS;

— TMOpOBOAUTH  pabOTy MO  BBISBICHHUIO  BO3MOXXHBIX  KaHaJIOB
BMemaTenbcTBa B mporecc (ynknuonupoBanus WCII[IH u ocymiecTBiaeHus
HECAaHKIIMOHUPOBAHHOTO JO0CTyna K WH(MOpPMAIMU W TEXHUYECKUM CpPEICTBaM
BBIYUCIUTEILHON TEXHUKY;

— CONPOBOXAAaTh MOJCHCTEMY 3alllUThl MH(POpPMALUU OT YTEUKH 3a CUET
MOOOYHBIX  DJICKTPOMArHUTHBIX HW3JIYyYEHHMH UM  HABOJOK, KOHTPOJIUPOBATH



coOnoiecHue TpeOOBaHUM MO Pa3MENICHUIO U HCHOJb30BAHUIO TEXHHUYECKUX
cpencts UCIIH;

— KOHTPOJIMPOBAaTh  COOTBETCTBHE  JOKYMEHTAJIBHO  yTBEPKIACHHOTO
coctaBa anmnapatHod u nporpammHoit yactu UCII/IH peanbHbIM KOHGUTypauusam
NCIIJIH, BecTH y4eT U3MEHEHUH annapaTHO-MPOrpaMMHON KOHPUTypaluu;

— obecrnieunBaTh CTPOrOo€ BBHIMOJHEHUE TpeOOBaHUI MO 00ECIeYeHUIo
O6e3onacHOCTH HH(OpPMAUU TpPU OPraHU3alUUd TEXHUYECKOTO OOCITYKUBAHUS
UCIIln u oTmpaBke €ro B pPEeMOHT (KOHTPOJUPOBATH  3aTUPAHUE
KOH(UIEHIMATbHON MH(OpPMAMU Ha MAarHUTHBIX HOCHUTENSX C COCTaBIIEHHEM
COOTBETCTBYIOIIETO aKTa);

— TMPUCYTCTBOBaTh (y4acTBOBAaTh) B pabOTax MO BHECEHHWIO M3MEHEHUU B
annapatHo-nporpaMmMmHuyto koHpurypanuto UCIH;

— Bect «KypHan yu€ra HemtaTHbIX cutyauuit MCIIIH, BeImonHEHUS
npoUIaKTUYECKUX paboT, YCTAHOBKU U MOJU(UKAIIMN TIPOrPaMMHBIX CPEJICTB Ha
koMmmbrorepax UCITIn»;

— TNOJJEpKUBATh YCTAHOBJICHHBIA MOPSAOK MPOBEAECHUS AHTHUBUPYCHOTO
KOHTPOJISl corjacHo TpeOoBaHMsM Hactosimiero IlomoxkeHuit B ciyyae oTkaza
CPEICTB W CHUCTEM 3alllUThl HMHPOPMAIMM TPUHUMATH MEphl MO0 UX
BOCCTaHOBJICHHUIO;

— JIOKJIA/IbIBATh OTBETCTBEHHOMY 3a 3AIINUTY uH(pOpMaIIKH,
oTBeTCTBEHHOMY 3a »Hkcmyataunto HMCIIJlH o HempaBOMEpHBIX JEHWCTBUSX
noJib30BaTeNiel, MPUBOJANIMX K HApYyIIEHHWIO TPeOOBaHMI 1O  3alIuTe
uHdopManmy;

— Bectu nokymeHtauuio Ha UCII[H B COOTBETCTBHMU € TpeOOBaHUSIMU
HOPMAaTUBHBIX TOKYMEHTOB.

2.9. Anmunuctpatop 0€30MacCHOCTH HM OTBETCTBEHHBIM 3a 3aIUTYy
uH(OpMaIK UMEIOT TPABO:

— TpeboBaTh OT COTpyAHUKOB — mosb3oBarenei MCIIJIn — cobmoneHus
YCTaHOBJICHHOMN TE€XHOJIOTUU 00pabOTKN MH(GOPMAIIMH U BHITIOJTHEHUS HHCTPYKIIHI
no obecneueHuro 6e3omacHocTy u 3amute nHdopmaruu B UCI1/IH;

— HHUIUUPOBATH MPOBEACHHE CIYKEOHBIX paccieloBaHui Mo (akTtam
HapyLIECHUs YCTaHOBJIEHHBIX TpeOOBaHMIA o0ecrieyeHus 3aILUTHI,
HECAaHKIIMOHUPOBAHHOTO JOCTYIA, YTpaThl, MOIU(DHUKAIIMU, TTOPYM 3aNTUIIAEMOU
uHpopmaryu u Texaudeckux komnoHeHTos MCIIx;

— TpeboBaTh mpekpaiieHus 00padboTku HHGOPMAIH B CIydae HapyIICHUS
YCTaHOBJICHHOTO TOpsiKa padOT WK HapylieHus] (yHKIIMOHUPOBAHUS CPEICTB U
CUCTEM 3alUThl HHPOPMALUK;

— y4YacTBOBAaTh B aHAIM3€ CUTYaIllMid, KacCAIOMUXCS (DYHKIIMOHUPOBAHUS
CPEJCTB 3alUThl HH(POPMALIUU U pacciaeqoBaHus (PaKTOB HECAHKIMOHUPOBAHHOIO
JOCTyTIA.

3. Hopsinok pe3epBUPOBAHUA " BOCCTAHOBJICHUS
PadoTOCOCOOHOCTH TEXHUYECKHX CPeJCTB M MPOrPaAMMHOrO olecneyeHwus,
0a3 TaHHBIX, 3al[UIIAeMOil UHGOPMALMH U CPEICTB 3alUTHI HHGOPMALUH



[lopanok  pe3epBUpPOBaHUS U  BOCCTAHOBJIEHHS  pabOTOCIOCOOHOCTHU
TEXHUYECKUX CPEACTB W HporpaMMmHoro ooOecrneueHusi, 0a3 ganHeix u C3U
omnpenensieT AeucTBUs, cBs3aHHble C¢ (yHkuuoHupoBanueM HWCIIH, Mepsl u
CpelcTBa  MOJJEP)KAaHUA  HENPEepPhIBHOCTH  pabOTl M BOCCTaHOBIICHHMS
pabotocnocoonoct UCIIH.

Lenpro HacrosAmero JqoKyMeHTa sBisercs 3amuta snemeHTtoB WMCIIIH ot
IpelO0TBPAILEHHs TOTEPH 3alIUIIAeMON HH(pOpMaLUK.

3anauu:

— OIpeJeNeHHe MEp 3alUThI OT NOTepU UH(OPMALUY;
— ONpENCIICHHE JIEWCTBUHA  BOCCTAHOBIIEHUS B  CJIydae MOTEpHU
UH(pOpMALIHH.

HenctBue  Hacrtosamero IlomokeHus  pacmpocCTpaHSE€TCs Ha  BCeEX
noJib3oBaresieil o0pa3oBaTeIbHON OpraHu3aluy, UMEIOIIMX JOCTYN K pecypcam
NCIIIH, a Takke OCHOBHBIM CHUCTEMaM OOeCIeUYeHUsI HEMPEPHIBHOCTH PabOTHl U
BOCCTAHOBJICHHUSI PECYpPCOB MNPU BO3HUKHOBEHUHM AaBAPUMHBIX CHUTYyallMid, B TOM
qucle:

— CHCTEMBbI )KU3HEOOeCreUeHHS;

— CHCTEeMbI 00eCTIeYeHHsI 0TKa30yCTONYMBOCTH;

— CHCTEMBbI PE3E€PBHOI0 KOMMMPOBAHMS U XPAaHECHUS JTAHHBIX;
— CHCTEeMbI KOHTPOJI (PU3NYECKOTO JOCTYyIa.

IlepecMOTp  HacToslEro  JAOKYMEHTa  OCYLIECTBISETCS 1O  Mepe
HEO0OXOJIMMOCTH, HO HE PEXe OJJHOTO pa3a B JiBa roja.

OTBeTCTBEHHBIM  pPA0OTHUKOM 3a  pearupoBaHUE HA  MHIIUACHTHI
06e30macHOCTH, MPUBOAIIUE K MMOTEPE 3alUIaeMoil nHpopMaIuu, U 32 KOHTPOJIb
oOecrieueHus: MEpOINPUSATUNA MO MNPEJOTBPAIICHUIO HHIIMACHTOB 0€30MacHOCTH,
NPUBOAIIMX K TMOTEpE 3alluiaeMold HHQPOpMalUU, SBIAETCA AJIMHHHCTPATOP
0€30MacHOCTH.

[IpoucmiectBue, cBsi3aHHOE cO cO0eM B (DYHKIIMOHUPOBAHWUU DIEMEHTOB
UCII[n, npenoctaBiagembix mnonb3oBatensm MWCII[In, a Takke mnoTepei
3amuinaemMoi napopmanuu (nanee — MHIUICHT), MOXKET MIPOU30NTH B pe3yJibTaTe:

— HENpeIHAMEPECHHBIX JCUCTBUM IOJb30BATEIICH.

— IpPEeIHAMEPEHHBIX JICUCTBHUM NOJIB30BATEICH U TPETHUX JIUILI.

— HapyILIeHUs MpaBUil SKcIuryatanuu Texuuueckux cpeacts UCI/In.

— BO3HUKHOBEHHUS  BHEIITATHBIX  CHUTyalliii W O0OCTOSTEIHCTB
HEIMPEOI0IUMON CUJIBI.

Bce pmeiictBus B mpouecce pearupoBaHuss Ha VHOUIEGHT JOJDKHBI
JIOKYMEHTHUPOBATHCSI OTBETCTBEHHBIM 3a pearupoBaHue padoTHUKOM B «XKypHaie
ydeTa HeIITATHBIX CUTyalUi»

B kpaTvailiirie Cpokw, HE MPEBBIIIAIONIME OJHOrO0 padodero AHS,
OTBETCTBEHHBbIE 3a pearupoBaHHE paOOTHUKU O0O0pPa30BATENbHOW OpraHu3aluu
IpeANPUHUMAIOT MephbI 1o BOCCTAHOBIICHUIO paboTOCIOCOOHOCTH.
[IpennpuHuMaemMble MeEpbl O BO3MOXXHOCTH COIVIACYIOTCSI C  BBILIECTOSIINM
pykoBoacTBOM. [lo HE0OOXOAMMOCTH, MepapXusi MOXKET ObITh HAPYIIEHA, C ILIEJIbIO
MOJIyYEHHUS BRICOKOKBATM(UIIMPOBAHHON KOHCYJIbTAIIMU B KpaT4aIlIle CPOKHU.



Bce kputnuHble moMmenieHus: o0pa3oBaTeibHOM opraHu3anuu (TOMenIeHus,
B KOTOphIX pa3memarorcs osaemeHTtsl MWCII[IH u cpenctBa 3amuThl) MOpH
HEOOXOIMMOCTH  JOJUKHBI ~ OBITh  OOOpYAOBaHBl  CpPEACTBAMHU  IOKapHOM
CUTHAJIM3ALINH U TTOXKAPOTYIICHHUS.

Jlns  BeIMOJMHEHHMs  TpeOOBaHMII MO  JKCIUTyaTauuu  (TeMmIeparypa,
OTHOCHUTENbHAs BJIAXHOCTh BO3JlyXa) MporpaMmmHo-amnmnapaTHeix cpeact MCIIIn
B TIOMEIICHUSX, T[JI€ OHU YCTAHOBJEHBI, JOJKHBl MPUMEHSATHCS CHUCTEMBI
BEHTWIALIMU U KOHIUIIMOHUPOBAHUS BO3/1yXa.

Jlns  mpenoTBpailieHuss TOTeph UHGOPMAMM TPU  KPATKOBPEMEHHOM
OTKJIFOYEHUH 3JIEKTpPOdHEpruu Bce kirouyeBble aneMeHTol MCIIIH, ceteBoe u
KOMMYHHMKAIIMOHHOE O00Opy/IOBaHUE, a Takke Haubojee KpPUTHUYHBIE paboune
CTAHIIMM MOTYT MOJKIIOYAThCA K CETH DJJIEKTPONUTAHUSA YEPEe3 HCTOYHUKHU
OecrniepeboitHoro nurtanus. B 3aBUCMMOCTH OT HEOOXOAMMOTO BPEMEHU PaOOTHI
pECYpCOB MOCJI€ MOTEPU NUTAHUS MOTYT TMPUMEHSTHCS CIEAYIOUIME METOMIbI
PE3EPBHOTO ANEKTPONUTAHUS:

— JIOKQJIbHBbIE UCTOYHUKH OecriepeO0HHOT0 AJIEKTPONUTAHUS C PA3IMUHBIM
BPEMEHEM MUTAHMS ISl 3a1UTHI OTACIBHBIX KOMIIBIOTEPOB;

— HCTOYHHUKH OecrepeOOMHOr0 MHUTaHUS C JIOMOJTHUTEIBHON (QyHKIHMEH
3aIUTHI OT CKAYKOB HAIPSIKESHHUS;

— IyONMMpOBaHHBIE CUCTEMBI AJICKTPONHUTAHUSI B yCTPOMCTBAX (CEpPBEPHI,
KOHLIEHTPATOPBI, MOCTHI U T. 1.);

—  pE€3E€pBHBIE JIMHUU AJIEKTPONUTAHUA B IIPEIEIaX KOMILIEKCa 31aHuM;

—  aBapUUHBIE IIEKTPOT€HEPATOPHI.

Cucrembl o0ecrieueHus: 0TKa30yCTOWYUBOCTH BKIIFOUAIOT TEXHOJIOTHH:

—  KJIacTepHu3alluu;

—  HU30BITOYHBIX MACCUBOB HE3aBUCHUMBIX KEeCTKHUX TUCKOB RAID.

Jlist obecnieyeHusi 0TKa30yCTOMYUBOCTH KpUTUYHBIX KoMrioHeHTOB UCTI/IH
npu cboe B paboTe 000PYIOBaHHUSA M UX aBTOMAaTHYECKOH 3aMEHBI 06€3 MpOCTOEeB
JNOJKHBI  HUCIOJB30BaThCA METOABI KiacTepu3aluu. MOryT HCIOJIb30BaThCs
CJIEIYIONINE METOJbI KJacTepu3aluu: isi Hambojee KPUTHUYHBIX KOMIIOHEHTOB
NCIIJIH [10mKHBI  HCHOJIB30BAaThCS  TEPPUTOPHATIBLHO  YAAJIEHHBIE CHUCTEMBbI
KJIACTEPOB.

JIns 3ammMTel OT OTKAa30B OTAEIBHBIX JUCKOB CEPBEPOB, OCYLIECTBIISIOMIUX
00paboOTKy W XpaHEHHE 3allHMIIacMON HH(POPMAIUU, JOJKHBI HCIOIb30BATHCS
texHojgorun RAID, xoropeie (kpome RAID-0) npumenstor nybnupoBaHue
JAHHBIX, XPAaHUMBIX Ha JUCKAX.

Cuctema pe3epBHOTO KOMUPOBAHMUS W XPAHEHUS JIaHHBIX, JIOJDKHA
oOecrieuynBaTh XpaHEHWE 3alUIIaeMord WHGOPMAIMK HA TBEPIbI HOCHUTENb
(’KeCTKUU TUCK, ONTHYECKUU TUCK U T.I1.).

Pe3epBHOE KONMMpPOBaHUE U XpaHEHUE JAHHBIX JOJKHO OCYIIECTBISATHCS Ha
NEPUOJNYECKON OCHOBE:

— nmna  oOpabaTbiBaeMbIX TEPCOHANBHBIX JAHHBIX — E€XKEHENENbHOe
pe3epBHOE KOMHMPOBAHME C COXpPAHEHHEM Komuil Ha (¢ailJloBOM cepBepe WU
poboTtuzupoBanHo OuOamoTeke LTO C MOCTOSHHBIM XpaHEHHWEM HE MeEHee
YEThIPEX MOCIEAHNUX BEPCUN PE3EPBHBIX KON,



— 71 TEXHOJIOTUYECKOU uH(popmMaIuu — He pexe 1 pasa B 6 MecsI1IeB;

— DJTaJOHHBIE KONWU MPOTPaMMHOrO obecnedeHust (oneparuoHHbIE
CUCTEMBI, IITATHOE W CHELHUAIbHOE MPOrpaMMHOE OOecrnedeHHue, MporpaMMHBIE
CPEICTBA 3aIUTHI), C KOTOPBIX OCYIIECTBISETCS HMX YCTAHOBKA Ha 3JIEMEHTHI
NCIIOH — He pexe 1 paza B 6 MecsLEeB, U KaKIblil pa3 IPU BHECEHUU U3MEHEHUN B
ATaJIOHHBIC KOTUU (BBIXOJl HOBBIX BEpPCHUA).

CpeMHBIE HOCUTENM, HAa KOTOPBIE MPOU3BENEHO PE3EPBHOE KOIHMPOBAHMUE,
JOJKHBI OBITh MPOHYMEPOBAHBI: HOMEPOM HOCHUTENS, JaTOd IPOBEICHUS
PE3EPBHOrO KOIMUPOBAHUS.

Hocutenu AomKHBI XpaHUTHCS B HECropaeMoM Ikady WM MOMEIIEHUH,
000pYZOBaHHOM CHCTEMOW TMOXAapOTylIeHus (10 BO3MOXXHOCTH B 3/aHHM,
TEPPUTOPUATIBHO YJIaJIEHHOM OT 371aHus B KoTopoM paszmemaercs UCIIn).

OTBETCTBEHHOCTh 3a NPOBEJCHUE MEPONPUITHI MO BOCCTAHOBJIECHUIO
paboTOCIOCOOHOCTH TEXHUYECKUX CPEJICTB U MPOrpaMMHOTO obecriedeHus 0a3
JAHHBIX BO3JIaraeTcsl Ha aJIMUHUCTpaTOpa 6€30MacHOCTH.

OTBETCTBEHHOCTh 3a TIPOBEACHUE MEPONPUITHII MO BOCCTAHOBJIEHUIO
cpenctB 3amuthl uHbopmanuu (nanee — C3U) Bozmaraercss agMUHUCTpaTopa
0€30MacHOCTH.

4, Hopsinoxk konTpoas 3amutbl uHpopmanuun B HUCIIIn wun
NPUOCTAHOBKHU mpexoctaBieHusa II/IH B ciay4dae oOHapykeHHsi HAPYUIEHUI
nopsiaka ux mnpenocrapieHus. Ilopsigtok pa30upaTenbCcTBa M COCTABJICHUA
3aK/JI0YeHuil Mo ¢akTaM HecoOJII0IeHHsl YCJIOBHH XpaHeHUsI HoOcHUTes el
NEePCOHAJIBHBIX JAHHBIX, MCIOJb30BAHUS CPEICTB 3alIUThl HHpOpPMALHUU H
NPUHATHE Mep MO NPeI0TBPANIEHNI0O BO3MOKHBIX ONACHBIX MOCTEICTBHI

4.1. Kontponp 3ammrbl wuHpopmammu B HMCIIJlH — KoMImiekc
OpraHU3alMOHHBIX M TEXHUYECKUX MEPONPUSITHI, KOTOpPHIE OPraHU3YIOTCS H
OCYWIECTBIISIIOTCS B LENMAX MPEAYyNPEeXKIECHUS M TNPECEUCHUS BO3MOMKHOCTHU
NOJIyYEHUSI TOCTOPOHHMMHU JIMIJAMU OXPAHSEMbIX CBEICHHUI, BBISBICHUS W
NPEIOTBPAIICHUS YTEUKU WH(MOPMAIMU N0 TEXHUYECKUM KaHallaM, WCKIIIOUCHUS
WIM  CYUIECTBEHHOTO 3aTPyJHEHUSI HECAHKIMOHUPOBAHHOIO  JOCTyNMa K
uHpOpMAIINH, XHWIIECHUS TEXHUYECKUX CPEACTB M Hocutenel uHbopmaimy,
OPEAOTBPAILLICHHUS]  CIEIUAIbHBIX  MPOrPAMMHO-TEXHUYECKUX  BO3/JCHUCTBUH,
BBI3BIBAIONIMX HAPYIIEHWE XapaKTePUCTUK Oe30macHOCTH HWH(POPMALMH WU
paboToCTIOCOOHOCTH CUCTEM MH(OPMATU3ATIHH.

4.2.  OCHOBHBIMU 3a/1ayaMy KOHTPOJIS SIBIISFOTCSI:

— TMpOBEpKA OpraHMW3alMd BBIMOJHEHUS MEPONPUATUNA MO  3alluTe
uHpopManuu B 00pa30BaTEeNbHON OpraHW3anuy, ydéta TpeOOBaHUH IO 3aluTe
uH(GOpMAaINH B pa3padaThIBAEMbIX IIJIAHOBBIX M PACTIOPSIUTEIBHBIX TOKYMEHTAX;

— BBISIBJICHUE JIEMACKUPYIOUX Mpu3HaKkoB 00bekToB MCII/IH;

— yTOYHEHHUE 30H mepexBara oOpabaThiBaeMoil Ha 00BEKTaX HHPOPMAIIUH,
BO3MO’KHBIX KaHAJIOB YTE€YKH MH(OpMalnu, HECAaHKIMOHUPOBAHHOTO JOCTyHa K
HEeW U MPOrpaMMHO-TEXHUYECKUX BO3/IEHCTBUIM Ha MH(DOPMAILIUIO;



— TMPOBEPKa BBIMOJHEHUs YCTAHOBIEHHBIX HOPM U TPeOOBAaHUM IO 3aIUTE
“HpOpMAIIMK OT YTEUKU MO TEXHUYECKUM KaHajaM, OIEHKa JOCTaTOYHOCTU U
3¢ (PEKTUBHOCTH MEPONPUATUH O 3aIIUTE UHPOPMALIUK;

— TMpoBepka BbIOJNHEHHMs TpeOoBanuid mno 3ammre HWCI[Jn ot
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA;

— TMpOBEpKa BHINOJIHEHUS TpeOOBaHUM 1O AHTUBUPYCHOM  3aluTe
ABTOMATU3UPOBAHHBIX CUCTEM U aBTOMATU3UPOBAHHBIX pab0O4YMX MECT;

— TMpoBepKa 3HAHUI PaOOTHUKOB MO BOMPOCAM 3alIMThl HH(OpPMALUU U UX
COOTBETCTBUSI TPEOOBAHUSM YPOBHS MOJATOTOBKH JUIsi KOHKPETHOro paboyero
MecCTa;

— OIlepaTUBHOE MPUHATHE MEp MO MPECEYCHUIO HapyIIEHWH TpeOoBaHUI
(ropm) 3amutsl nHGopmaru B UCIIH;

— pa3paboTka  TpeMIOKEHUM MO  ycTpaHeHuto  (ocyiabiieHHIo)
JIEMACKUPYIONIUX MPU3HAKOB U TEXHUYECKUX KaHAJIOB YTEUYKH MH(POpMaIu.

4.3. KoHtponb 3amuthl UHGOPMAIUUA TMPOBOJUTCS C YUYETOM peaIbHBIX
yCJIOBUM 1O BceM (HU3WYECKUM TIOJSIM, IO KOTOPHIM BO3MOXKEH MepexBaT
unpopmarmu, nupkynupyromein B UCII[AHn YupexaeHus, 1 oCymecTBIsSeTCs MO
00BbEKTOBOMY TPHHITUITY, TP KOTOPOM Ha OOBEKTE OJIHOBPEMEHHO MPOBEPSIIOTCS
BCE BOMPOCHI 3amuThl HHPopManuu. [lepedueHb KaHATIOB YTEUKH YCTaHABIMBACTCS
B COOTBETCTBHH C MOJIEJIBIO YTPO3.

4.4, B xojAe KOHTPOJI NPOBEPSIOTCA:

— COOTBETCTBHE TNPHUHATHIX Mep IO o0ecrneyeHutro 0e30MacHOCTH
NepCOHANBbHBIX aHHBIX (nanee — Ob I1/1nH);

— CBOEBPEMEHHOCTh W TIOJIHOTA BBIMOJHEHUS TPEOOBAHMI HACTOAIIETO
[Tonoxenust u apyrux pykopoasuux 1okymeHToB Ob I1J[H;

— TOJHOTa BBISABIEHUS JE€MACKUPYIOIIMX MPHU3HAKOB  OXPaHSIEMbIX
cBefieHuN 00 OOBEKTax 3allUThl M BO3MOXKHBIX TEXHHYECKUX KAHAJIOB YTEUKH
uHpOpMAIINK, HECAHKIIMOHUPOBAHHOTO JIOCTYyMa K HEH U MNpOrpaMMHO-
TEXHUYECKUX BO3JCHCTBHUI Ha HWH(OPMAIIHIO;

— 3(QEeKTUBHOCT, TNPUMEHEHUS OPraHU3AIMOHHBIX UM TEXHUUYECKHX
MEPOIIPUSATUH TIO 3aIIUTe UHPOPMALIUK;

— YCTpaHEHHE paHE€ BBISIBICHHBIX HEJOCTATKOB.

Kpome Toro, MOryT mpoBOAHMTHCS HEOOXOAUMBIE U3MEPEHUS M PacdeThl
OPUTJAIEHHBIMA IS 3TUX LeJed CchenuaJucTaMi OpraHUu3alvd, HMEIOIIEH
cootBetcTBYtoMME gutieH3nu @CTIK Poccun.

4.5. OCHOBHBIMHM BHJIAMHU TE€XHUYECKOTO KOHTPOJS SIBISIOTCS BU3YaJbHO-
ONTUYECKUA KOHTPOJIb, KOHTPOIHh JPGEKTHBHOCTH 3alIUTHl WH(OpMAIUU OT
YTEUKHU MO TEXHUYECKHUM KaHajlaM, KOHTPOJIb HECAHKIIMOHUPOBAHHOI'O JIOCTYyIA K
UHGOPMAIINH B IPOTPAMMHO-TEXHHYECKUX BO3ICUCTBHI HA HHPOPMAIIHIO.

4.6. TlomyuenHble @ B  XOJ€  BEACHUS  KOHTPOJS  PE3yJbTaTh
00pabaThIBAIOTCS W AHATM3UPYIOTCS B IENSAX OINPEACIICHUS TOCTATOYHOCTH H
3(QPEKTUBHOCTU MPEANUCAHHBIX MeEp 3alUThl HUHPOPMAIMM U  BBISIBICHUS
Hapyumienuii. [lpu oOHapyXeHUM HapylIeHWH HOpPM U TpeOOBaHWII MO 3al[uTe
nHpopMalK aJIMUHUCTpATOp OE€30MaCHOCTU JOKJIAAbIBACT PYKOBOJIUTEIIO i
MPUHATUSL UMU PEIICHUS O MPEKpalleHuu 00paboTKH HH(DOPMALIMK U POBEJICHMUS,



COOTBETCTBYIOIIUX OPTraHU3aALUOHHBIX M TEXHUUYECKUX MEpP IO YCTPAHECHUIO
HapyiieHusl. Pe3ynbTaThl KOHTPOJIS 3allIUThl HHQOpMAUU OPOPMIISIIOTCS aKTaMu
a100 B COOTBETCTBYIOIIUX KypHAJIaX ydeTa pe3yJbTaToB KOHTPOJIS.

4.7. HeBplmonHeHUEe NPEINUCAHHBIX MeponpusTuil mno 3ammre II/IH,
CUMTAETCS MPEANOCHUIKON K yTeuke nH(popMaIuu (ajiee — mpeIrnochuika).

[To kaxmgoil NpeanochUIKe [Jis BBIICHEHUS OOCTOSTENbCTB U IPUYUH
HEBBITIOJTHEHUSI YCTAHOBJIICHHBIX TPEOOBAHUI IO YKAa3aHUIO PYKOBOJUTENS WIIH
OTBETCTBEHHOTO 32 3aIlIUTy UH(GOPMAIIUU MPOBOJIUTCS pacciaeOBaHuUE.

J{ns mpoBeieHUsl pacciieloBaHUs HAa3HAYAETCA KOMHUCCHUS C MPHUBIICUCHUEM
aaMUHHUCTpaTopa 6e3onacHocTu. KoMuccust o0s3aHa yCTaHOBUTH, UMEJIA JIK MECTO
yTeUuKa CBEJCHUN, M OOCTOATENIbCTBA €M COMYTCTBYIOIINE, YCTAHOBUTH JIHII,
BUHOBHBIX B HAPYIICHUU MPEINUCAHHBIX MEPOIPHUATUNA MO 3aniuTe nHpopMammm,
YCTAaHOBUTH MIPUYUHBI U YCIIOBHUS, CTOCOOCTBOBABIIINE HAPYIIICHUIO, U BHIPA0OTATh
pEeKOMEHJalMM 10 UuX YycTpaHeHuto. Ilocne oOKOHYaHMsi pacclieloBaHUA
PYKOBOJUTETh MPUHUMAET PEIICHNE O HaKa3aHUM BUHOBHBIX JIUI] U HEOOXOUMBIX
MEPOIPHUATHUSX M0 YCTPAHEHUIO HEAOCTATKOB.

4.8. Benenue KOHTPOJIS 3alIUThl MH(POPMAIIMU OCYIIECTBISCTCS MyTEM
MPOBECHUSI TEPUOJUYCCKHUX, IUIAHOBBIX W BHE3AIMHBIX MPOBEPOK OOBEKTOB
3ammThl. [lepuoanyeckue, TIIaHOBBIE U BHE3AHBIE MPOBEPKU OOBEKTOB
OpraHU3aIliy MPOBOSATCS, KaK MPaBUJI0, CHIIAMHU aIMUHHUCTpAaTOpa OE30MacCHOCTH
(W) OTBETCTBEHHOTO 3a 3alUTy MHQOpPMALMHM, B COOTBETCTBHH C
YTBEPAKAECHHBIM IJIAHOM WJIH IO COIIACOBAHUIO C PYKOBOJIMTEIIEM.

4.9. Opno#t w3 QopM KOHTPOJSI 3alUTHl  HMHQOPMALUU  SIBISETCS
obocnenoBanre o0bekToB MCIIJIH. OHO MPOBOAUTCS HE pexe OJHOTO pa3a B IO
paboueit Tpynmoil B cocTaBe aJMUHUCTpaTOopa O€30MaCHOCTH, OTBETCTBEHHOIO 3a
3amuTy UWHGOpPMAIMK, OTBETCTBEHHOTO 3a OJKCIUTyaTanuio oObekTa. s
ob6cnenoBanns VCIIJIH MOXXeT MpUBIEKATHCS OpraHU3allvs, UMEIOIas JIUICH3UIO
OCTIK Poccun Ha neATeIbHOCTD 110 TEXHUUYECKOU 3anuTe nHpopMamnmu.

4.10. O6cnenoanue MUWCII[IH mpoBoaMTCS C TEIBIO  ONPEACIICHUS
COOTBETCTBHSI TIOMEIICHUN, TEXHUYECKUX U MPOrPAMMHBIX CPEICTB TPeOOBAHUSIM
1o 3amuTe WHPOpMaIMK, YCTAHOBJICHHBIM B «ATTECTaTe COOTBETCTBUS» H(WJIH)
TpeOOBaHUAM 1O OE30MACHOCTH MEPCOHATBHBIX TAHHBIX.

4.11. B xoxae oOcie1oBaHMS TTPOBEPSICTCS

— COOTBETCTBUE TEKYIIMX YCJIOBHH (YHKIMOHUPOBAHUS OOCIEAyeMOro
oowvekta UCII/IH ycaoBusaM, CIOXKUBITUMCS HA MOMEHT TIPOBEPKH;

— coOJII0JICHNE OpraHU3aIMOHHO-TEXHUYCCKUX TPEOOBAHUM MOMEIIICHUH, B
KoTopeix pacnonaraercsa UCITIH;

— COXpPaHHOCTh MeyaTel, MIoMO Ha TEXHHUYECKUX CPEJICTBaxX IMepeaayud u
o0paboTkn WHpOpMANMK, a TAaKKE HA YCTPOMCTBAX WX 3alIUTHI, OTCYTCTBHE
MOBPEKJCHUN OKPAaHOB KOPITYCOB ammaparypbl, 000JoueKk Kabenedl u ux
COEIMHEHUN C IIMHAMU 3a3EMJICHUS,

— cooTBeTCTBUE BbINMOIHsAEMbIX Ha 00bekTe WCII[H MeponpusTuii 1o
3amuTe HHGOPMAIMU JJaHHBIM, U3JI0’)KEHHBIM B HACTOSIIIIEM IOJIOKEHUH;

— BBINOJIHEHHE TPeOOBaHUN MO 3alUTe HWHMOPMAIMOHHBIX CHCTEM OT
HECAHKIIMOHUPOBAHHOTO JI0CTYIIA;



—  BBINOJHEHUE TPeOOBAHUM MO AHTUBUPYCHOM 3aIlIUTE.

4.12. Jlns BbIABIEHUS PAJUOSJIEKTPOHHBIX YCTPONCTB U MPOBOJOB
HEU3BECTHOTO HA3HAYCHUSI, MPETHAMEPEHHOTO HAapYLICHUS 3alIUTHBIX CBOWUCTB
000py1I0BaHMS, @ TAKXKE HE MPETYCMOTPEHHBIX MPAaBUJIAMU KCILUTyaTalli OTBOJIOB
OT 000pY/JOBaHUS U COCIUHUTEIIBHBIX JIMHUHM, MPOJOKEHHBIX B BBIICJICHHBIX U
3alMIIACMBbIX TIOMENIEHUAX, a TaKXke JAPYruX HapylIeHud U  CIocoOO0B
BO3HMKHOBEHUS KaHAJIOB yTEUKU WH(OpMAIITU HEOOXOAUMO:

— TIIATEIbHO OCMOTpPETh MeOesb, CYBEHUPHI (OCOOEHHO HHOCTPAHHOTO
IpPOU3BOJCTBA), OOOpyJAOBaHHWE, YCTAHOBJIEHHOE B O3TOM  IIOMEIICHUH,
OCBETUTEINIbHYIO amnmapaTypy, HUIIH OTOMUTEIbHBIX Oarapei, ITOpbI, OKOHHBIE
IPOEMBI U T.[1.;

— BCKPBITb M OCMOTPETh PO3ETKH, BBIKIIOUATE]IM OCBETUTEIBHOW CETH,
JIFOKW BEHTWISAIIMU U KaHAJIbl CKPBITON TTPOBOJIKY;

— TMPOBEPUTH KAYECTBO YCTAHOBKHU CTEKJIOMAKETOB OKOHHBIX MPOEMOB;

— TPOBECTH alMapaTypHyK TMPOBEPKY IIOMEIICHHS Ha OTCYTCTBHUE
BO3MOKHO BHEJPEHHBIX JJIEKTPOHHBIX YCTPOMCTB IepexBara uHbopManuu (mpu
HAJIUYUHU COOTBETCTBYIOIICH ammapaTypbl), TP HEOOXOIUMOCTH JJIsl IPOBEICHMUSI
JAQHHBIX  BUJOB pabOT MOTYT TPHBJIEKATHCS  OpraHU3alvK, HMEIOIINe
cooTBeTcTBYMOMME JduiieH3nn ®Ch Poccun.

4.13. T'ocynapCTBEeHHBI KOHTPOJb COCTOSIHUSI 3alluThl HMH(pOpMaLUU
ocymiectBisiercs: denepanbHoi CAyKObl 1O TEXHHMYECKOMY M JKCIHOPTHOMY
koHTpost0 Poccun u denepanpHoii cinyx0Ooi 6e3omacHocTH Poccuu B paMkax ux
IIOJTHOMOYHUM B COOTBETCTBUM C JACHCTBYIOLIMM 3aKOHOAATEIbCTBOM Poccuiickon
Oenepanuu. JlocTynm TmpeacTaBUTENEM yKa3aHHBIX —(eAepalbHBIX OpPraHoB
UCTIOJIHUTEILHOM BJACTH HA OOBEKTHI MJIA MPOBEACHUS TMPOBEPKH, a TaKXKe K
paboTaMm M JTIOKyMEeHTaM B 00beMe, HEOOXOAUMOM ISl OCYIIECTBICHUS KOHTPOJIA,
o0OecreuynBaeTcss B YCTAHOBICHHOM TMOPSAKE IO MPEAbIABICHUH CIIYKEOHOTO
yIIOCTOBEPEHUsSI COTPYIHUKA, a TaKKe JOKYMEHTa YCTAaHOBIEHHOW (QopMbI Ha
IpaBO NPOBEAECHUS MPOBEPKH.

4.14. Knaccudukanus HapymeHui 3amuTsl [1J[H

Hapymienus, cBsi3aHHbIE C BBINIOJHEHHWEM TPEOOBAHUM PYKOBOASIINX
JIOKyMEHTOB TI0 0€30MacHOCTH WH(POpPMALUH, C TMPUMEHEHHEM CPEJICTB 3allUThI
uHGOpMAIIMK W pa3rpaHUYCHHUEM JOCTYyMa, HCIOJIb30BaHUEM TEXHHUYECKOTO,
IpPOrpaMMHOT0 oOecriedeHuss HWHPOPMAIMOHHBIX CHUCTEM, IO CTEMEHU UX
OMAaCHOCTH 1eJ1€CO00pa3HO pa3/IeNIUuTh Ha:

— HapyueHus | - oil kareropuu;

— HapylieHus 2 - Ol KaTeropuu;

— HEKaTeropupOBaHHbIE HAPYILICHHUS.

K napymenusm 1-oi kaTeropum OTHOCSTCS HaApyLICHUs, IOBJICKIIHAE 3a
co0oli pasrmamieHre (yT€UKy) 3allWIaeMbIX CBEACHUH, yTpaTy OyMaKHBIX
JIOKyMEHTOB M MarHUTHBIX HOCUTENEeH MH(MOpPMAINN, YHHUTOXKCHHE (MCKAKCHUE)
MH(QOPMAIIMOHHOTO M MPOTPAaMMHOTO OO€CrHedeHus, BBIBEJECHUE U3 CTPOs
TEXHUYECKUX CPEJICTB.

K HapymenusiMm 2-0i1 KaTeropum OTHOCATCS HAPYLICHUs, B PE3YJbTATE
KOTOPBIX BO3HHMKA€T BO3MOXHOCTb pasriamieHuss (yTeukH) 3allullaeMbIX



CBEJICHUM WM yTpaThl OYMaXKHBIX JIOKYMEHTOB M MATrHMTHBIX HOCHUTEJIEH
uH(pOpMaIU, YHUUTOXKEHUS (MCKaKeHHs) MH(OPMAIIMOHHOTO U MPOTrpaMMHOTO
oOecrieueHus1, BbIBEJCHUS U3 CTPOSI TEXHUYECKUX CPEJCTB.

OcranbHble HapylIeHUs, HE BOLIEALINE B MEPBYIO M BTOPYIO KaTEropuw,
OTHOCSITCSI K HEKaTerOpUPOBAHHBIM HAPYIIICHUSIM.

Hapymenus 1-oi kaTeropum:

— yTpaTa OYMa)KHBIX IOKYMEHTOB U MarHUTHBIX HOCUTENIEH MH(OpMaIuu,
COJIep KallluX oXpaHsieMble (KOH(GUICHIIMAIBHBIC) CBEACHUS;

— JIeUCTBUA PAOOTHHUKOB CTPYKTYPHBIX TMOJpa3/lefIeHud, MPUBEIIINE K
UCKKEHUIO WM Pa3pyLICHUIO OXPAHSIEMBbIX CBEJEHUW WM WHBIX 3alllUIAeMbIX
pECypCoB;

— yMBIIUIEHHas pa3paboTKa, UCHOJb30BAaHUE M  PaCIpPOCTPaHEHHUE
BPEJIOHOCHBIX IMporpamm (mporpamMm - BHPYCOB M T. 1), a TaKxke
HelpeHaMepeHHbIe (110 XaJaTHOCTH) BHUHOBHBIC JCHCTBUS, MPHUBEIANINE K
UCIIOJIb30BAHUIO U PACTPOCTPAHEHUIO TAKUX MPOrPaMM;

— HECAaHKI[MOHMPOBAaHHAsg  KOPPEKTHPOBKA  aJgpecHOM  HHPopMaluu
MapHIpyTOB U MyTeH KOMMYTallUM TEXHUYECKHX CPEJCTB MOJIb30BaTEICH JaHHBIX
U COOOIICHUI B HHPOPMALIUOHHBIX CETSX;

—  KOMIIPOMETAIIUS CPEICTB 3alIUTHl HH(OPMAIUY;

—  HECaHKI[MOHMPOBAHHBIHN JOCTYM K 3alIUIIIaeMO HHPOPMALIUK;

—  HECaHKI[MOHMPOBAHHBIE JEHCTBUS paOOTHUKOB, HalpaBlIeHHbIE HA cOOD,
HAKOIUIEHHE U 0000IIEHNE OXPAHIEMBIX CBEICHHIM.

Hapyumienus 2-0ii kaTeropuu:

—  KOMITpOMETAIIUS TTapoJIeH;

— HECBOEBpEMEHHas 3aMeHa TMapojied W HUISHTU(UKATOPOB TMPU HX
KOMITPOMETAIIUH;

— BBIBOA HMH(pOpMAlLlUU, COJEpXKAlled OXpaHsSEMble CBEACHHUS, Ha
HEYUYTEHHbIE HOCUTEIN HH(POPMAIIMK U MAIIMHHBIE TOKYMEHTHI;

— HECAaHKIMOHMPOBAaHHOE BHECEHHME M3MEHEHHMH B  MPOrpPaMMHOE
nH(}OpMaIMOHHOE oOecrieueHrne HHPOPMAITMOHHBIX CHCTEM;

—  HECaHKIIMOHMPOBAHHOE OTKIIFOUEHHE CPEJICTB 3aIUTHI HHPOPMAIIUH;

— CaMOBOJIbHO€ OTKJIFOYEHUE CPEJCTB AaHTUBUPYCHOM 3aILIUTHI;

— HECAHKIIMOHMPOBAHHOE TMOJKIIOYEHUE K BBIYUCIUTEIBHOW CETHU
HEIITATHBIX TEXHUYECKHX CPEJCTB 00paboTku nHpopmaIuu (Hampumep, JUIHBIX
NOPTATUBHBIX KOMITBIOTEPOB U T.I1.);

— BXOJ B CUCTEMY B 00x0J1 cucTeMbl 3amuThl (3arpy3ka OC ¢ ¢had1m-kapThl
i 3arpy3ounoro CD);

— OTCYTCTBHE pa3rpaHHUYEHHUs JOCTyma K WHGOPMAIWH, COJep Kamen
OXpaHsieMble CBEJCHHS M 00pabaThiBaeéMOW B MHOTOIIOJIB30BATEIIBCKOM PEKHUME,
npu pabore mo TtexHomoruu "Kmment-CepBep", a Takxke AOCTyma W3 APYTUX
WH(POPMAIIMOHHO - BBIYHCIUTEIBHBIX CETEH MO0 KaHajdaM KOPIMOPATUBHOW WIIH
OTKPBITOM CETH;

— HapyuleHUE MOpsJIKa ydeTa, XpaHEHUs M OOpallleHHs CO CpeliCTBaMU
pasrpaHuyeHus 10CTyna K HHGOpMaIuu.



[lepeyeHb  KAaTErOpUpOBAaHHBIX  HApYyIUEHUH  JIOJDKEH  €XEerogHo
KOPPEKTUPOBATHCS U JOBOJIUTHCS JO BCEX pPaOOTHUKOB, pabOTAONIUX C
3aIMIIAEMBIMHU PECYPCAMH.

4.15. OmnepartuBHas peakus Ha HApyLIEHUs peKUMa 0€30MMacHOCTH

PaGotHukn 00s3aHBl HEMEIJEHHO  YBEIOMJISATh  HEMOCPEICTBEHHBIX
pYKOBOJIUTENEH M OTBETCTBEHHOTO 3a obecrneueHue Oe3zomacHoctu IIJIH nunma o
CIIy4asiX HapyIIEHUsI 3aIlIUThl WU 00 OOHAPYKEHHBIX YSA3BUMOCTAX (CIa0OCTAX) B
UH(GOPMALIMOHHBIX CUCTEMAX U CPEJICTBAX 3aIUTHI.

@OyHKIIMM CBOCBPEMEHHOW U aJE€KBATHOM pEaKkUUMd Ha BbISIBICHHBIC
HapymeHus 3amuThl [1J{H, TpeOyromux onepaTuBHOIO pearupoBaHus, HaIpuUMep,
TaKUX Kak OOHapy>KeHHWE M HEeWTpanu3alus BTOPKEHUU XaKepOB WJIM BHEIpEHHE
OpOrpaMMHBIX BHUpPYCOB, Boznaratorcs Ha Anvmunuctpatopa WCIIn wu
Anmunuctparopa ©6e3zonacHoctu MCII[IH. DOt pabGoTHHKM JOJKHBI  OBITh
JOCTYIIHBI B T€UeHHE pabovero BpeMeHU (JIMYHO, MO Tele(OHy WA AJIEKTPOHHON
oyTe).

PaGoTHukK 00pa3oBaTeNbHONM OpraHu3alluu JTOJDKHBI oOpamarbes K HHUM
npu OOHapy>KEHMM NPU3HAKOB HapyuieHus 3amuTel [IJlH B cooTBeTCTBUU C
YCTAHOBJICHHOW MTPOLETYPON.

4.16. PaccrnenoBanue WHUMJEHTOB, CBS3aHHBIX C HapyHICHUSIMU 3alllUThI
I[TJ1n

[lo xaxxaoMy HWHUUAEHTY, CBS3aHHOMY C HapymeHuem 3amutbl [1{H B
oOpa3oBaTelbHOM  OpraHu3alii, JODKHO  TPOBOJUTHCS — paccliieJoBaHUE.
OTBETCTBEHHOCTh 3a MPOBEACHUE pPacClEeIOBaHUs BO3JIAaraercss Ha  JIHI
OTBETCTBEHHBIX 3a oOecrnieueHue 0ezonacuoctu [1/1H.

B pesynbTate paccienoBanus HEOOXOIUMO ONPEIEIIHUTD:

— Hapymutensa (HapywmuTenei) 3amutsl [11H;

— KaTeropuio HapylleHWs M BEJIMYMHY HAHECEHHOro yiiepba (eciu OH
€CTh);

— MPUYUHBI, IPUBEIIINE K HAPYLICHHUIO;

— MeEphl M CPEICTBA, HEOOXOAMMBIC ISl JIMKBUIAIUU HEKEIAaTeIbHbIX
MMOCJIC/ICTBHH;

— Mepbl U CpPEICTBa, HEOOXOAMMBbIE IJI JIMKBUJALUU WIH OCIa0JICHUS
OpUYMH, TPUBEAIINX K HApYIIEHHIO, YTOObI TOJOOHBIE HapyLICHUs He
MOBTOPSIITUCH B Oy TYIIIEM.

Pe3ynbratel paccienoBaHusi TOJKHBI OQOPMIISATHCS TOKyMEHTaJIbHO. Bun
HapyILIEHUs, €CIM TaKOBOIO HE OBLIO paHee, JOJDKEH ObITh BKIIOYEH B IEPEUYCHb
KaTErOpUPOBAHHBIX HAPYIIEHHUH 1O 3amuThl [1/1H.

d. IMopsnok o0yueHusi nmepconasia npakruke padorsl B UCII/In B
yacTu odecredeHUus 6€30MaACHOCTH MEPCOHAJIBbHBIX JAHHBIX

5.1. Tlepen wnawanom pabotei B WMCII[IH moNb30BaTENN  JOJKHBI
O3HAKOMHUTLCSI C HHCTPYKIUSIMU TI0 HCIIOJB30BAaHUIO TPOTPAMMHBIX U
TeXHUYECKHX CPEJICTB, MO MCIOJIB30BAHMIO CPEJICTB 3aIMUThI MHOOPMAIIUU IO
POCHUCH.



5.2. llonp3oBarenu JOJKHBI MPOJEMOHCTPUPOBATH  AJIMHUHHUCTPATOPY
O0e3zonacHOCTH M (WJIM) OTBETCTBEHHOMY 3a 3allMTy HWHGOpPMAIMU HaJu4yue
HEOOXOJUMBIX 3HAHUW U YMEHUH [JIs BBINOJIHEHUS] TPeOOBaHUN HACTOSAIETO
[TonoxeHust. AAMUHUCTpPATOpP O€30MAaCHOCTH JIOJDKEH BECTH >KypHaJl YyyeTa
IPOBEPOK 3HAHUM U HABBIKOB MOJIb30BaTEIEH.

5.3. Tlonb3oBarenu, JAEMOHCTPUPYIOIIME HEIOCTATOYHBIC 3HAHUS W
yMEHHUs JJi1 obecrieueHnus 0€30MacCHOCTH MEPCOHATBHBIX JAHHBIX B COOTBETCTBUM
¢ TpeOOBaHUSAMHU HACTOSIIET0 NoJoxkeHus, k padbote B UCII/In He nomyckaroTcs.

5.4. OTBETCTBEHHBIM 3a  OpraHM3alui0 OOy4YeHUS M  OKa3aHue
METOJIMYECKON TOMOIIU B Y UPEKIACHUU SBISETCSA a]MUHUCTPATOP O€30MaCHOCTH.

5.5. Jlna 1npoBeneHMs 3aHATHW, CEMHUHAPOB M COBEUIAHMM MOTYT
NPUBJIEKATHCS CTIELIMATUCTHI IO TPOrPaMMHOMY U TEXHUYECKOMY 00€CTIeUeHHI0, a
TaK)Ke CIEUHUATUCThl OpraHoB mo arrectauuu oobexkToB MCIIIH, opranuzanumii-
muuen3uatoB @CTIK Poccun u @Ch Poccun.

5.6. K pa6ore B UCII/IH momyckaroTcsi TOJIBKO COTPYAHUKH TMPOIIEIIINE
nepBuuHbId MHCTpYKTaX Ob (ocHoBbl OGezonacHoct) B MCII[IH u moxasaBiue
TBEp/blE TEOPETUYECKHME 3HAHUA W TPAKTUUYECKHME HABBIKM, O 4YEM JenaeTcs
cooTBeTCTBYIOIAsl 3amuch B JKypHane yuéra moib3oBaTenei, MOMYIIEHHBIX K
UH(GOPMAIIMOHHBIM CUCTEMaM MEePCOHANIbHBIX TAHHBIX.

5.7.  AnMuHuCTpaTOpy 0€30MaCHOCTH PEKOMEHI0BAaHO MMETh MPOGUIbHOE
obOpazoBanue (MO0 TUIIOMBI O TIOBBIIMICHUN KBaTU(UKAIIUK) B 00JIACTU 3aIUTHI
uH(pOpMAITIH. Pexomennyercs MIPOXOXKIECHUE aAMUHHCTPATOPOM
CIEUHUAIM3UPOBAHHBIX KYpCOB II0 AJMUHHUCTPUPOBAHHUIO CPEACTB  3aIUTHI
uHdopmanuu, ucrosibzyembix B UCIT/IH.

6. ITopsiniok mNpoBepPKH 3JJIEKTPOHHOIO :KypHaja oOpalmeHuid K
NCIIAn

6.1. Hacrosmmuii pasnen IlomokeHus omnpenenser MOPSAIOK TPOBEPKHU
ANIEKTPOHHBIX KypHaAIOB oOparienuii k pecypcam MCII/IH.

6.2. IIpoBepka 3JIEKTPOHHOTO XKypHaia OOpalleHU TMPOBOIUTCS C IEIBIO
BBISIBJICHUS HECAHKIIMOHMPOBAHHOTO JOCTYIMa K 3alluilaeMoil HHPOpMalUd B
NCIIdx.

6.3. IIpaBo mpoBepkU IEKTPOHHOTO KypHaia oOpaIieHuil UMEIOT:

— aJAMUHHUCTPATOp 0€30IMaCHOCTH;
— OTBETCTBEHHBIH 3a oOecrieueHue 6e3onacHoctu [1/1H;
— PYKOBOJUTENb 00pa30BaTEIbHON OpraHU3aIiH.

6.4. Ha texmmueckux cpencrBax MCII/lH, Ha KOTOpPBIX yCTaHOBIICHBI
CHeIMaT3uPOBaHHbIC Cpe/icTBa 3amuThl nHpopmaruu (manee — C3U) mposepka
AJIEKTPOHHOTO KypHalla TPOU3BOAMUTCS B COOTBETCTBUM C MPWIATaeMbiM K
ykazaHHbIM C3U PykoBOaCTBOM.

6.5. Ecnm B xone mepuoaWYecKuX, TUIAHOBBIX WJIM BHE3AMHBIX MPOBEPOK
NCIIOn BeisiBiensl cnydyaun HC/ k ungopmanuu KoHPUIESHIUATIBHOTO XapaKkTepa,
TO BCTYIAET B cUiy IL.M. 4.6., 4.7. nannoro IlonoxeHus.

6.6. IIpoBepke moyexar Bce anekTponHbie KypHaasl UCIT/IH.



6.7. IlpoBepka NOMKHA MPOBOJUTHCS HE PEXKE, UEM OJMH pa3 B HEACIIO C
LIEIbI0 CBOEBPEMEHHOTO BBISIBJICHUSI (PAKTOB HAPYIIEHUS] TPEOOBAHHI HACTOSILIETO
ITonoxenus.

6.8. @®akTbl MNPOBEPOK JJIEKTPOHHBIX JKYPHAJIOB OTpa)xarTcsi B
CHEIUalIbHOM JKypHaje TMPOBEPOK DIEKTPOHHBIX >KypHanoB. [locne kaxmon
IPOBEPKH AJIMUHUCTPATOpP OE30MACHOCTU JENAET COOTBETCTBYIOIIYIO OTMETKY B
’KypHaJe U CTaBUT CBOIO POCITHUCH.

7. IIpaBuiia aHTUBHPYCHOM 3aLUThI

7.1. Hacrosmue mpaBwia OMNpenesstoT TpeOoBaHUS K OpraHu3aIuu
3amuThl  00bekTa WCII[H oT paspymaromero BO3JAEHCTBUS BPEJOHOCHOTO
nporpamMmmHoro obecneuenusi (I10), KOMIBIOTEPHBIX BUPYCOB M YCTaHABIWBAET
OTBETCTBEHHOCTh  PYKOBOJIUTENISI U  COTPYJHHUKOB, OJKCIUTyaTUPYIOUIUX |
conpoBoXawImMuX KommbioTepbl B coctaBe MCIIJIH, 3a uX BBINOJHEHUE.
Hacrosmue mpaBuia  pacnpoctpansitorcss Ha  Bce  o0bektel  MCIIdH
o0Opa3oBaTeIbHON OpraHu3aluy.

7.2. K MCIIOJIb30BAHUIO Ha KOMIIbIOTEpax JOTYCKaITCs
cepTU(UIIMPOBAHHBIC AHTUBUPYCHBIC CPEJICTBA, IIEHTPATU30BAHHO 3aKYIIJICHHBIE Y
pa3paboTYMKOB (ITOCTABIIMKOB) YKa3aHHBIX CPE/ICTB.

7.3. VYcraHoBKa ¥ HauyajbHas HACTpOWKa CpPEACTB aHTUBHUPYCHOTO
KOHTPOJISI HA KOMIIBIOTEPAX OCYIIECTBISIETCS aIMUHUCTPATOPOM OE30MaCHOCTH.

7.4. Anmunuctpatop 0€30MacHOCTH  OCYIIECTBISIET  MEPHUOIUYECKOE
OOHOBJICHHE aHTHUBUPYCHBIX MMAKETOB U KOHTPOJIb UX PA0OTOCTIOCOOHOCTH.

7.5. Spnabik (ccbuika) AJjisl 3allycka aHTUBUPYCHOM MPOTpaMMBbl JOJKEH
OBITH JOCTYIIEH BCEM IMOJIH30BATENSIM HH(POPMAIIMOHHON CUCTEMBI.

7.6. ExeHenenbHO B Hawaje pabOTHI, IMOCJIE 3arpy3Kd KOMIIBIOTEpAa B
ABTOMAaTHYECKOM PEXUME JOJIKEH MPOBOJMTHCS AHTUBUPYCHBIM KOHTPOJIb BCEX
JTMCKOB ¥ (haiiJIoB KOMITBIOTEPOB.

O06s13aTeIbHOMY aHTUBUPYCHOMY KOHTPOJIIO TTOJICIKHUT JIF00ass HHGOpMaIus
(TekcToBble (aiabsl TH00bIX (HopMaToB, (aiyibl TaHHBIX, HUCIOJHSAEMBbIC (aiiibl),
uH(bOpMaIs Ha ChEeMHBIX HOCUTENSAX (MarHUTHBIX AUCKaX, JeHTax, CD-ROM wu
T..). Kontponb  ucxonmsmedr  wuHPOpManuu  HEOOXOAWMMO  MPOBOJIUTH
HEIMOCPEACTBEHHO MEepe]] apXUBUPOBAHUEM U OTHPABKOW (3alUCHhI0 HA ChEMHBIM
HOCHTEJIb).

HacTpoliku cpeacTB aHTUBUPYCHOM 3aIUTHl JOJHKHBI OBITH BBITIOJHEHBI B
COOTBETCTBHM C TpeOOBaHMSIMHU  OE€30MAaCHOCTH  TEPCOHATBHBIX  JTAHHBIX
onpeneneHubiMu 111 gaHHoM WCII[IH ypoBHs 3amumienHoctH. HacTpoiiky
CPEACTB aHTUBUPYCHOM 3aIIUThI BHIMOJIHSAET aIMUHUCTPATOP OE30MaCHOCTH.

7.7. @aiinbl, mOMENIa€MbIE B JJICKTPOHHBIM apXWB Ha D3JIEKTPOHHBIX U
MAarHUTHBIX HOCUTENSX, [JOJOKHBI B 00SI3aT€IbHOM  TMOPSAKE MPOXOAUTHh
AHTUBUPYCHBIA KOHTpOJb. llepuoguueckue MNpPOBEPKU HJIEKTPOHHBIX APXUBOB
JOJIKHBI TPOBOJIUTHCST HE PEXKE OJTHOTO pas3a B MECSII.

7.8. YcranaBnuBaeMoe (M3MEHSIEMOE) IPOrPaMMHOE 00ECTICUCHHE TOJKHO
OBITh TPEABAPUTEILHO IMPOBEPEHO Ha OTCYTCTBUE BUpPYCcOB. HemocpencTBeHHO
MOCJ€ YCTAaHOBKM (M3MEHEHHSI) MPOrpaMMHOr0 oOecredYeHusi KOMIIbIOoTEepa,



aAMUHUCTPATOPOM O€30MaCHOCTH JIOJDKHA OBITh BBINOJTHEHA AaHTHUBUPYCHAs
nposepka UCII/IH.

7.9. Ha  xoMmmploTepbl  3ampeimiaercss  yCTaHOBKa  MPOTPaMMHOTO
oOecrieyeHusl, HE CBS3aHHOTO C BBIMOJHEHUEM (QYHKIMH, TPETyCMOTPEHHBIX
TEXHOJIOTHYECKUM TIpoliecCoM 00paboTKu HHPOpMAIIIH.

7.10. Ilpy BO3HMKHOBEHUHM IMOAO3PEHHUS Ha HAJIUYUE KOMIIBIOTEPHOTO
BUpyca (HeTUnu4Has paboTa MporpamM, MNOSIBICHHE TpapUUYECKUX M 3BYKOBBIX
3 PeKkToB, UCKAKEHUW MaHHBIX, NpomnaaaHue ¢GanaoB, YacToe TMOSIBICHUE
COOOIIEHUI O CHCTEMHBIX OIIMOKaX M T.I.) MOJIb30BAaTENlb CAMOCTOATEIbHO (MM
BMECTE€ C aJMUHUCTPATOPOM OE€30MaCHOCTH) JOJKEH MPOBECTH BHEOUEPETHOU
AHTUBUPYCHBIH KOHTPOJIb KOMITBIOTEPA.

B cinywae oOnHapyxeHuss Tpu TPOBEJACHUU AHTUBUPYCHOW MPOBEPKU
3apa)K€HHBIX KOMITBIOTEPHBIMU BUpYycamMu (aiijioB MOIb30BaTENb 00S3aH:

— NPUOCTaHOBUTH 00paboTKy nanHbiXx B UCII/IH;

— HEMEIJIEHHO TMOCTaBUThb B M3BECTHOCTh O (akTe OOHapyXKeHus
3apaK€HHBIX BUPYCOM (aiIoB aIMUHHUCTPATOpa OE€30MACHOCTH, a TAKXKE CMEKHBIE
noJipasieseHusi, UICIIONb3YIoIIre 3TH (Gailiabl B padboTe;

— COBMECTHO C BIIAJIETIbIIEM 3apa)K€HHBIX BUpPYcOM (ailioB MpoBeCTH
aHaJIM3 BO3MOKHOCTH, JANTbHEHUIIIEr0 UX UCIIOJIb30BaHMUS;

— TPOBECTH JICUECHUE WIH YHUUTOKEHHUE 3apaKEHHBIX (DaIOB.

7.11. OTBETCTBEHHOCTh 3a OpraHU3alMI0 AHTUBUPYCHOI'O KOHTPOJA B
NCTI[In B cooTBeTcTBUM C TpeOOBaHUsAMU HacTosmero [lomoxxenus Bosnmaraercs
Ha OTBETCTBEHHOTO 32 3aIIUTy UHPOPMAIIUU.

7.12. OTBETCTBEHHOCTh 3a TMPOBEACHUE MEPONPUITHI aHTHUBUPYCHOM
3amuTel B KoHkpeTHoW WCIIJIH u cobmoneHue TpeOOBaHUI HACTOSIIETO
[lonmoxenus: Bo3maraeTcs Ha  aJAMUHUCTpatopa O€30MacHOCTM W BCeX
noap3oBaTenaei qanHor MCIIH.

8. IIpaBusia napoJibHOM 321U THI

8.1. [lawHble mpaBuia PETJIAMEHTUPYIOT OPraHU3AIMOHHO-TEXHUYECKHE
MEPOIPUATUSL 0 OOECIECUCHHUIO MPOIIECCOB T'€HEpallii, CMEHbl U MPEKpaIlCHUs
nevicteus maponeit B UCII/IH, a Takke KOHTpOJIb JEUCTBUM MOJIb30BaTENEH Mpu
paboTe ¢ maposIMHU.

8.2. OpraHuzallMOHHOE © TEXHUYECKOe oOecleueHue MpPOIEeCcCoB
reHepaluy, UCIOJIb30BaHMs, CMEHbI U MPEKPAIECHUs NEeUCTBUSL MapoJied BO BCeX
noacucremax MCIIIH ¥ KOHTpOJIb JACHCTBHI TOJIb30OBaTeNed MNpu paboTe ¢
MapoJIsiMU BO3JIAraeTcsl Ha aIMHHUCTPATOpa 0€30MacHOCTH.

8.3. Jluunple mapomuM JOJDKHBI TEHEPUPOBATHCS U PACTIPEACISTHCS
LHEHTPaIN30BaHHO JIMOO BbIOMpaThca mnodb3oBateasiMu OBT camocTosiTenbHO C
Y4ETOM CIIEIYIOIIUX TPEOOBAHUM:

— mapoJjb JOJKEH ObITh HE MEHEee 6 CUMBOJIOB;

— B YHUCJE CHUMBOJIOB Napojii 00A3aTeIbHO JOJDKHBI MPUCYTCTBOBATH
OYKBBI B BEPXHEM WJIM HUKHEM PEructpax, Uu@pbl U/Win crelualibHble CUMBOJIBI

(@, #, 8, &, *, % u T.1.);



— CHUMBOJBI Maposied st paboyux CTaHIUMN, HA KOTOPBIX YCTAaHOBJIEHO
CPEeACTBO 3alIUThl MH(OpPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYMa, IOJKHBI
BBOJUTHCS B PEIKUME JJATUHCKOW PACKIIAJKH KIIABHATYPHI;

— Tapojb HE JOJDKEH BKIIOYATh B CE0sl JIETKO BBIUUCISEMbBIE COUYETAHUS
CUMBOJIOB (MMeHa, ¢amuiuu, HaumeHoBaHus APM wu T1.1.), a Takxke
obmenpunsTeie cokpaienus (3BM, JIBC, USER u 1.11.);

— TNOpU CMEHE Tapojii HOBOE 3HAUYCHHE JOJKHO OTIMYaThCAd OT
TIPEIBLTYIINX;

— TOJIb30BaTeIb HE HMEET IpaBa CoOOIIaTh JIMYHBIA Mapoiib APYrUM
JTUTAM.

Brnaneneupl maposieit JOMKHBI OBITh  O3HAKOMJIEHBI TIOJ POCIHCH C
NIEPEUNCICHHBIME BBIIIC TPEOOBAHUSIMH U TPEIYIPEIKICHB 00 OTBETCTBEHHOCTH
3a UCIOJb30BaHUE TMAapoJied, HE COOTBETCTBYIOIIMX JAaHHBIM TpEOOBaHUAM, a
TaK)Ke 3a pasrjalieHue napobHOU HHPOPMAIIUH.

8.4. B crmydae BO3HMKHOBEHHUS HEIITATHBIX CUTYyalud, (HOpC-MaKOPHBIX
00CTOATENBCTB U T.I. TEXHOJIOTUYECKOM HEOOXOIUMOCTH MCTOJBb30BAHUS UMEH H
napoJieii COTPYHUKOB (HUCIIOJHUTENEH) B UX OTCYTCTBUE, COTPYIHHKU OOS3aHBI
cpasy e IOCje CMEHBI CBOMX MapoJie MX HOBBIC 3HAYCHUS (BMECTE C UMEHAMHU
COOTBETCTBYIOIIMX YYETHBIX 3alldCe) B 3aledyaTaHHOM KOHBEPTE WIIH
OTieYaTaHHOM TI€HAJE TepelaBaTh Ha XpaHEHUE PYKOBOJMTENIO CTPYKTYPHOTO
nojipasfieJieHus. 3arneyaTaHHble KOHBEPTHI (MIEHAJIBI) C MapOJIIMH MCIIOJHUTENE !
JOJKHBI XPAaHUTHCS B HEJOCTYITHOM MECTE€ Yy PYKOBOAUTENS CTPYKTYPHOTO
noJipa3ieJeHusl.

8.5. [Ilomnas mnaHoBasgs CMeHa mMapoJie MOJb30BaTENEeH  JOJKHA
IPOBOAMTHCS PETYISIPHO, HE PEXke OJTHOTO pa3a B TeueHue 360 qHei.

8.6. BneruianoBasi cMeHa JTUYHOTO MAPOJIS WK yJaJIeHHE YYeTHON 3amicu
nosb3oBarenss VCII[H B ciiydae mpekpamieHusi €ro moJIHOMOYHMHM (YBOJBHEHHE,
nepexo/ Ha IPYyrylo paboTy BHYTpU 0Opa30BaTeIbHON OpraHU3aIiy T.11.) JOJKHA
IPOU3BOJIUTHCA ATMUHUCTPATOPOM O€30MaCHOCTH (MO0 HOBBIM TOCTOSTHHBIM
M0JIb30BaTENIEM) HEMEIUICHHO TOC/ie OKOHYAaHHS TIOCIEHEro ceaHca padoTh
JAHHOTO TIOJB30BATENS C CUCTEMOM Ha OCHOBAaHUM yKa3aHMs HauyaJbHUKA OT/ENA.

8.7. BHemmaHoBas IoOJHAs CMEHA IMapoJieii BCEX MOJIb30oBaTeIeH TOKHA
IIPOU3BOJIUTHECA B Cllydae MPEKpaIIeHHs] MOJHOMOUYNH (yBOJbHEHHE, TIEPEX0/] Ha
Ipyrylo  paboTy BHyTpH  00pa3oBaTelIbHOW  OpraHu3alid W JpYyTue
00CTOSITENhCTBA) AIMUHUCTPATOPA OE30MTACHOCTH.

8.8. B cmywae xommpomeTanuu Ju4HOTO mapoiis nons3oBarens MCIIIa
JIOJKHBI OBITHh HEMEIJICHHO MPEINPUHITH MEPHI TI0 BOCCTAHOBJICHHUIO TAPOJIHHOM
3aIUTHI.

8.9. Konrtponp neicTBUil moNb30BaTENC Mpu paboTe C TapOJSIMHU,
coOmIoIeHne TOpsKa WX CMEHBI, XpaHCHHS] W HWCIIOJIH30BAHUS BO3JaraeTcs Ha
aIMUHUCTpATOpa 0€30MaCHOCTH.

Q. IIpaBuiia O00HOBJIEHHSI OOIIECHCTEMHOr0 M  NPHKJIATHOIO
NMPOrPaMMHOI0 odecriedyeHns1, TexXHu4eckoro oocay:kuBanuss UCIIAn



9.1. Hacrosmue npaBuia periaMeHTUPYIOT oOecneueHre O0e30MacHOCTU
uH(pOpMaIMU NPU MPOBEACHUN OOHOBJIEHUH, MOAU(UKAIIMU OOIIECUCTEMHOTO U
MPUKIAJHOTO MPOrPaMMHOIO O0ECIEeYeHUsl, TEXHUUECKOro OOCIIY)KUBaHUS U TIPH
BO3HMKHOBEHHUH HEIITATHBIX cuTyaruil B padore UCII/IH.

9.2. Bce wu3meHeHuss KOH(MUrypalnuii TEXHUYECKUX M MPOTPAMMHBIX
cpeacte MCIIJIH nmOMXKHBI MPOU3BOAUTHCA TOJBKO HAa OCHOBAaHUHU 3asiBOK
OTBETCTBEHHOIO 32 3KCIuTyaranuto konkpetnoro UCII/H.

9.3. IlpaBo BHeceHMss U3MEHEHMH B KOH(Urypaluioo anmnapaTHO-
nporpamMMHubIX cpeactB 3amuiieHHbiXx MCIIIH nmpenoctaBnsieTcss B OTHOIIEHUM
CUCTEMHBIX W TPUKIAJHBIX MPOrPaMMHBIX CpPEICTB — aJMHUHUCTPATOPY
0e301acHOCTH;

9.4, U3menenwe KoHUrypalMud anmapaTHO-MPOTPAMMHBIX  CPEACTB
NCTIIn kemM-mu60, KpoMe BBILIENIEPEUNCIECHHBIX YITOTHOMOYEHHBIX COTPYIHUKOB
Y NIO/IPA3EIEHUH, 3alPEIICHO.

9.5. Ilpouenypa BHeceHUSI W3MEHEHUH B KOH(PUTYpAIUIO CUCTEMHBIX H
OpuKIagHbiXx  nporpammubix  cpencts  MCII[IH  uHMOuupyeTcs  3asBKOM
OTBETCTBEHHOTO 3a 3kcruryaTanuto MCIT/H.

9.6. B 3agBke MOryT YyKa3bIBaThCsA CIEAYIOUIUE BHJIBI HEOOXOIUMBIX
U3MEHEHU B COCTABE allapaTHBIX U nporpaMMHbIX cpeactB UCII/H:

— ycTaHOBKa (pa3BepThIBaHME) HA KOMIBIOTEP(bI) MPOTPAMMHBIX CPEJICTB,
HEOOXOMMBIX JJIsi peUIeHUsl OompeneseHHON 3amauu (100aBIeHUE BO3MOMXKHOCTH
peleHus: 1aHHoi 3aaaun B nanHoit UCIIH;

— oOHOBIIEHHE (3aMeHa) Ha KOMIbIoTepe(ax) MPOrPpaMMHBIX CPEJNCTB,
HEOOXOMMBIX JIJIi pEeHIeHUs Ompele’eHHOM 3agaun (OOHOBIIEHHE BEpPCHid
UCITOJIB3YEMBIX JIJI PELIECHHUSI ONPECICHHON 3aa4H IPOrpamMMm);

— yJaJ€HUE C KOMIIbIOTEpa MPOTrPaMMHBIX CPEACTB, MCIOJIb30BAaBIINXCS
JUISL PELICHUS ONPENEICHHOW 3aJaud (MCKJIIOYEHHWE BO3MOYKHOCTH PEIICHUS
JAHHOM 3a/1a4ud HAa TAaHHOM KOMIIBIOTEPE).

9.7. Taxke B 3asdBKe yKa3bpiBaeTcsi ycloBHOe HammeHoBanwe WCII/IH.
HanmeHoBaHus 3a/1ay yKa3bIBalOTCS B COOTBETCTBHM C NMEPEYHEM 3aJad apXuBa
TUCTPUOYTHBOB YCTAHOBJIEHHOTO MPOTrPAMMHOTO OOECIeYeHHs, KOTOPhIE MOYKHO
pemars ¢ UCIOIb30BaHUEM YKA3aHHOI'O KOMIIBIOTEpA.

9.8. 3asBky otBeTcTBeHHOro 3a »skcruryatanuo HWCII[H, B KOTOpOI
TpeOyeTcs MPOU3BECTH U3MEHEHUsI KOH(PUTypalluu, pacCMaTpUBaeT PyYKOBOIUTEND
WUT noppasneneHus, BU3UPYET €€, YTBEPKIas TEM CaMbIM INPOU3BOJCTBEHHYIO
HE0O0XOAMMOCTh MPOBEACHNS YKAa3aHHBIX B 3asIBKE U3MEHEHUI.

Ilocne wero 3asBKa mepenaeTcs aJIMHUHUCTpATOpy O€30MacHOCTH IS
HENOCPEJCTBEHHOIO  WCIIOJIHEHUS pabdOT IO BHECEHUID H3MEHEHUH B
KOH(UTYpaIMI0 KOMIIbIOTEpa, ykazaHHoro B 3asiBke UCII/IH.

9.9. IloaroroBka oOHOBIEHHS, MOAU(DHUKAIMK OOIMECHCTEMHOTO U
npukiagHoro nporpammuoro obecneuenuss MCIIJJn TecTupoBaHue, CTEHAOBBIE
UCIBITaHMS (MPU HEOOXOAUMOCTH) U Mepeada UCXOAHBIX TEKCTOB, JOKYMEHTAIIMU
U JAUCTpUOYTHBHBIX  HOCHUTENIEd MporpaMM B  apXMB JUCTPUOYTHBOB
YCTAHOBJIEHHOTO  IPOrPAMMHOr0  OO€CleYeHus, BHECEHHE HEO0OXOAMMBIX
W3MEHEHU B HacTpoulku cpeactB 3auutbl or HCJl um cpenctB KOHTpos



LETIOCTHOCTH (DaillIoB Ha KOMIIbIOTEpaX, (OOHOBIICHHE) U yIAJICHHE CUCTEMHBIX U
MPUKIAIHBIX ~ MPOTPAMMHBIX  CPEICTB  MPOU3BOJIUTCS  AJIMHUHHUCTPATOPOM
0€30MacHOCTH.

9.10. YcranoBka wunm o6HOBiaeHne mnoacucteM MCIIJIlH  mAOKHBI
IIPOBOJIUTHCS B CTPOTOM COOTBETCTBHUH C TEXHOJIOTHEH MPOBEACHUS MOIUDUKAIIHIA
IPOrpaMMHBIX KOMILJIEKCOB JJAHHBIX MOJICUCTEM.

9.11. VYcranoBka u ob6HoBiaenue I1O (cMCTEeMHOTO, TECTOBOTO W T.II.) Ha
KOMITbIOTEpAX  MPOU3BBOAUTCS  TOJNBKO C  OPUTMHAIBHBIX  JIMIIEH3UOHHBIX
JTUCTPUOYTUBHBIX HOCHUTENICH (IHUCKET, KOMIIAKT AWCKOB M T.I.), TMOJYYEHHBIX
YCTAHOBJIEHHBIM  MoOpsiAkoM, mnpukiagHoro [IO — ¢ 9STanoHHBIX KOMUU
POTrPaMMHBIX CPEJICTB, MOJTYUYCHHBIX U3 apXHUBa TUCTPUOYTUBOB YCTAHOBJIEHHOTO
IPOrpaMMHOT0 00ECTICUCHHS.

9.12. Bce poOapnsieMble TMpOrpaMMHbIE U amnmapaTHble KOMITOHEHTHI
JIOJDKHBI  OBITh TIPEJBAPUTENILHO YCTAHOBJICHHBIM TIOPSJIKOM TIPOBEPEHBI Ha
paboTOCIOCOOHOCTD, @ TAKIKE OTCYTCTBHE OMACHBIX (PYHKIUH.

9.13. Tlocne ycranoBku (oOHOBIeHus) [10, agmuHucTpaTop 6€30MaCHOCTH
JIOJDKEH TPOU3BECTH TpeOyeMble HACTPOWKH CPEACTB YIpPaBIEHUS JOCTYIIOM K
KOMIIOHCHTaM KOMIIBIOTEpa MW  MPOBEpUTh pabortocmocoOHocTts [0
MPaBUIBHOCTh WX HACTPOMKM UM TMPOU3ZBECTH COOTBETCTBYIOIIYIO 3allMCh B
«Kypnane ywera HemTaTHbiXx curyanuid B WCIIJIH,  BbIOJHEHUS
npoGUIAKTHYECKUX paboT, YCTAHOBKU U MOJIU(DUKAIIUU TPOTPAMMHBIX CPEJICTB Ha
komnbroTepax UCITIn».

9.14. ®opmar 3ammceit «XKypHama yuéra HemraTHbiX cutyaruii MCII/IH,
BBIMIOJTHEHUSI ~ NMPOPUIAKTUYECKUX  paboT, YCTAaHOBKM M  MOAH(PUKALMH
nporpaMMHbIX cpefcTB Ha komnbroTepax MCIIH» ycTaHaBIHMBaeTCs MPHUKA30M
pykoBoauTeNsi 00pa30BaTEIbLHON OPraHU3aAIINN.

9.15. Ilpu BO3HMKHOBEHHH CHUTyallUd, TPeOYIONIUX Mepeaadyd TEXHUIECKUX
CPEACTB B CEpPBHUCHBIM LIEHTP C LEJIbI0 PEMOHTA, OTBETCTBEHHBIM 3a €€
AKCIUTyaTalMI0 JOKJIaAbIBaeT 00 ATOM OTBETCTBEHHOMY 3a 3alllUTy MH(OpMAaIuu.
B nmamnom cnywae amMuHHCTpaTOp 0O€30macHOCTH 00s513aH  MPEANPUHATH
HEOOXOMMBIE MEpbl I 3aTHpaHUs 3allUIaeMod HHQpOpMaluu, KOTopas
XpaHWIACh Ha JUCKax KommbloTepa. OpuruHaimbl 3asBOK (JOKYMEHTOB), Ha
OCHOBaHUU KOTOPBIX MPOU3ZBOJAWINCH H3MEHEHHS B COCTaBE MPOrPaAMMHBIX
CPEACTB KOMIIBIOTEPOB C OTMETKAMH O BHECEHMUM H3MEHEHUH B COCTaB
IPOTrpaMMHBIX CPEACTB, JOJIKHbBI XPAHUTHCSI BMECTE C TEXHUYECKUM MacoOpTOM Ha
NCIIOx u «KypHamom yuera HemtatHbix cutyanuid WCIIH, BbeImoiHeHUs
npouIaKTHIECKUX paboT, YCTAHOBKU U MOJU(UKAIINHN TPOTPAMMHBIX CPEJICTB Ha
koMmmbioTepax CITJIH» y OTBETCTBEHHOTO 3a 3aIUTy HH(PpOpMAIIHH.

9.16. Komuu 3asBOK MOTYT XpaHUTHCA Y QIMHHUCTPATOpa 0€30MaCHOCTH:

— 1 BocctaHoBieHus: kKonpurypauuu UCIIIx nocne aBapuii;

— 7 KOHTpojs mpaBomepHocTH yctaHoBku Ha MCIIJH cpeactB st
pelIeHns COOTBETCTBYIONIUX 3aj1ay MU pa30ope KOH(MIUKTHBIX CUTYalIUH;

— U1 IPOBEPKHU NPABWIBHOCTHA YCTAHOBKH M HACTPOMKHU CPEACTB 3aLUTHI
NCII/H.



9.17. ®dakT yHUUYTOXXEHUS JAHHBIX, HAXOJUBIIUXCS Ha JUCKE KOMIBIOTEPA,
oopMIIsieTCss aKTOM 3a MOJNUCHI0 aIMUHUCTpATOpa 0€30MaCHOCTU U COTPYAHUKA
OTBETCTBEHHOTO 3a 3KcIuryaTauuto ganHou UCII/IH.

9.18. C uenbto cobm0AeHUS MPUHLKIA EPCOHATBLHON OTBETCTBEHHOCTH 3a
CBOM JIEUCTBUS KaXXAOMY COTPYIHHKY, TONYHIEHHOMY K paboTe Ha KOMIIbIOTEpax
koHkpeTHOM WCIIJIH, MOMKHO OBITH COMOCTABJICHO IMEPCOHATBHOE YHUKAIHHOE
uMs (ydeTHasi 3aluch MOJIb30BATENA), MO KOTOPEIM OH OYJeT perucTpupoBaThCs,
U paboTaTh Ha JAHHOM KOMIIBIOTEPE.

9.19. Ucnonb3zoBaHuE HECKOJIBKUMH COTpyaHUKamu npu padore B UCIIH
OJIHOTO M TOTO K€ UMEHH MO0JIb30BaTENs («TPYyIIIOBOTO UMEHMNY) 3aMpeieHO.

10. IIpaBuia perucTpanum nojb3oBaTeei

10.1. IIpouenypa peructpauuu (co3gaHuss YYETHON 3aIUCH) MOJIb30BATEIS
U TIPEOCTaBICHUS eMy (WJIM U3MEHEHHUs ero) mpaB goctymna k pecypcam UCII(x
MHULUUPYETCA 3asBKOM OTBETCTBEHHOro 3a HKcruryatauuto aaHHout MCII/H.
dopma 3asgBKU NMPUBEICHA HUXKE.

B 3asBke yka3biBaercs:

— COJIepKaHWE 3alpaliMBaeMbIX HM3MEHEHUN (peructpanusi HOBOTO
nosib3oBarenss VCII/IH, ynaneHue ydeTHOW 3amucCH IMOJb30BaTeNsl, pacIIUpEeHUE
WM CYXEHHE TMOJHOMOYMM u mpaB jgoctyna k pecypcam HCII[In panee
3apEruCTPUPOBAHHOIO MOJIB30BATENS);

— JIOJDKHOCTH (C TOJHBIM HAaMMEHOBaHUEM OTHAeNa), GaMuius, UM U
OTUYECTBO COTPYAHHKA;

—  WMsI OJIb30BaTeNs (YYETHOM 3aITUCH) TAaHHOTO COTPYAHUKA;

— TIOJHOMOYHMS, KOTOPBIX HEOOXOJUMO JIUIIUTh TOJB30BATENS WIH
KOTOphIE HEOOXOAMMO T00aBUThH IMOJIB30BATENIO (IIyTEM YyKa3aHHs pPEIIaeMbIX
nosb3oBateneM 3ana4d B UCIIIH).

10.2. 3asBky paccMaTpuBacT PYKOBOJUTENb, BU3UPYS €€, YTBEpKIas TeM
CaMbIM MPOU3BOJICTBEHHYIO HEOOXOAUMOCTh JOMYyCKa (M3MEHEHHsI TIPaB JIOCTYIIA)
JAHHOTO COTPYJHUKA K HEOOXOMWMBIM I pElIeHUS UM YKa3aHHBIX B 3asiBKE
3amaud  pecypcam HMCIIJIH. 3atremM mNoANMCHIBAET 3aJaHUE AIMUHHCTPATOPY
0e30macHOCTH Ha BHECEHHE HEOOXOAMMBIX M3MEHEHUI B CIUCKH IOJIb30BaTENICH
cootBeTcTBYIOMmMX noacucrem UCII/IH.

10.3. Ha ocHoBanuu 3agaHus, B COOTBETCTBHU C JOKyMCHTAallMeH Ha
CpPeACTBAa 3aIUTBl OT HECAHKUMOHMPOBAHHOTO JIOCTyIa, aAMUHUCTPATOP
0€30MacHOCTH TPOU3BOJUT HEOOXOJIMMBIE OIEpaIuu MO CO3JAaHHI0 (YAAJICHHUIO)
YUYETHOW 3aMUCH MOJIb30BATENSA, MPUCBOCHUIO €My HAYaJlbHOTO 3HAYEHUS MapoJist
(BO3MOKHO TaKX€ PETHCTPAIMIO MEPCOHATBHOTO HACHTU(DHUKATOPA), 3aIBICHHBIX
npaB nocryna k pecypcam MCII/IH u npyrue HeoOXOAuMBbIe TEUCTBUS, YKa3aHHbIE
B 3amaHuu. Jlns Bcex monb3oBaTeNeld JOMKEH OBITh YCTAaHOBJICH DPEXKHUM
NPUHYIUTEIBHOTO 3aIIpoca CMEHBI MapoJisi HE PEXe OJHOro pasa B TeueHue 360
JTHEH.

10.4. Tlocme  BHeceHWsT  W3MEHCHHMA B  COHCKH  TOJb30BaTelei
aIMUHUCTPATOP OE30MaCHOCTU JIOJDKEH 00eCneunTh HACTPOUKU CPEJCTB 3allUTHI,
COOTBETCTBYIOIIME TpeOoBaHusaM Oe3omacHocTH, ykazanHout WCIIIn. Ilo



OKOHYAHWM BHECEHHS W3MEHEHHI B CIMCKHM IOJIb30BATENEH B 3asBKE ENAETCA
OTMETKa O BBIMIOJIHEHUM 33JaHMs 3a MOAMMUCHIO UCIIOIHUTEN — aJMUHUCTPATOP
0€30MacHOCTH.

10.5. CoTpynHuky,  3aperucTpupOBaHHOMY B KayecTBE  HOBOIO
nosbs3oBaresss UCII/IH, coobmaeTcst uMsi COOTBETCTBYIOIIETO €MY MOJIb30BaTeNs U
MOKET BBIIaBaThCSl MEPCOHANbHBIA HACHTUPUKATOP (WIsi paboOThl B pPEXHUME
YCWICHHOM ayTeHTU(PUKalMu) U HadaibHOe(ble) 3HadueHue(us) mnapodsi(ei),
KoTOopoe(bie) OH 00s13aH CMEHUTH MPU TIEPBOM KE BXOJI€ B CUCTEMY.

10.6. McnonuenHsle 3asiBKa U 3ajaHue (3a MOJMUCHIO AIMUHHUCTpaTOpa
0e301acHOCTH) EPEIat0TCsl PYKOBOAUTEINIO Ha XpaHEHHE.

OHu MOTYT BIOCJIEJICTBUU UCIIOJIB30BATHCS:

— Il BOCCTAHOBJIGHHS TOJTHOMOYMH TIOJIb30BaTeNield IOCiie aBapuid
NCITdH;

— IS KOHTPOJISI MPABOMEPHOCTH HAJIUYMsI Y KOHKPETHOTO MOJIb30BaTENs
npaB jgoctyna K teM uinu uHbiM pecypcam WCII[H npu pazdope KOHGIMKTHBIX
CUTYaLINH;

— I TPOBEPKM  COTPYIHHUKAMHU  KOHTPOJMPYIOUIMX  OPraHoB
NPaBWIBHOCTU HACTPOUKH CPEJICTB pa3rpaHuueHus noctymna kK pecypcam MCIIH.

11. TIlopsaok KOHTPOJA COOJIOEHUS YCJOBHIl HCIOJb30BAHUA
CPeACTB 3allUThl HH(OPMAIMH, B TOM YHCJIe KPUNTOrpaguyecKux

11.1. Hanneii pazpen llonmokeHus ompenesser TMOPSAIOK KOHTPOJIS
COOJIOJIEHUsT YCIOBHI HCIONB30BaHUSA CPEACTB 3allUThl MH(MOpMauu (nanee —
C31).

11.2. TexHuuyeckue CpeACTBA 3aIIUTHl WHOOPMAIUU SIBISIOTCS BaXKHBIM
komnoHeHtoMm OB I1/IH.

11.3. Tlopsmox  pabotet ¢  TexHuueckumu C3U  ompenenen B
COOTBETCTBYIOIIMX PYKOBOJCTBaX IO HACTpoilke U wucnonb3oBanuio C3U
00s13aTeNIbHBIX  JUIS WCIOJNHEHMs, KaK COTPpYIAHUKAMH, 00padaThIBArOIUMHU
KoH(puACHIMAIbHYI0 HHPOPMAIMIO, TaK W aJIMHHHCTPATOPOM OE30MaCHOCTH
NCTIH.

11.4. TIpaBo mpoBepKH COONIONCHHS YCIOBUN HCIIOJIB30BAaHUS CPENICTB
3amuThl HTHPOPMAIIUU UMEIOT:

— JIUPEKTOp;
— OTBETCTBEHHBIN 3a 3aIIUTYy WH(OPMAINH;
— aJIMUHHUCTPATOp OE30MaCHOCTH.

11.5. Tlonw3zoBarento MCII/IH kaTeropuuecku 3anpeniacTcs:

— o0OpabatpiBaTh KOHPUACHIIMATHHYIO WHHOPMAITUIO C OTKIIOUYECHHBIMHU
C3U;
— MeHsTh HacTpoitku C3U.

11.6. AamuHUCTpaTopy O€30MaCHOCTH 3ampeIiaeTcss MEHSITh HACTPONKH
MPOrpaMMHO-aNIAPATHBIX C3U1 NpEeAyCTaHOBJICHHBIE CIIEUATUCTOM
OpraHu3alyy, UMEIONICH JIUIEH3UI0 Ha JIeSITENbHOCTh MO TEXHUYECKOW 3alluTe
nH(opMaim, 6€3 CoriiacoBaHus ¢ 3TON OpraHu3alUeH.



11.7. Ecnu B Xo/€ MEPUOJUYECKUX, MIAHOBBIX WJIM BHE3AMHBIX MPOBEPOK
NCIIJIx BeIsiBNEHO HapyuieHue TpedoBanus n. 10.5. To BcTynmaer B cuiy 1.1. 4.6.,
4.7. nannoro Ilomoxenusl.

11.8. Kpunrorpaduyeckue cpencrsa 3amuThl UHGOPMALMHU  JOJKHBI
UCIIOJIb30BaThCsl B COOTBETCTBUM C TEXHMYECKOW M  AKCIUTyaTallMOHHOM
JOKYMEHTAIIMEe Ha HUX, a TAK)KE B COOTBETCTBUHU C MPaBUJIAMU MOJIb30BAHUS UMHU.

12. TIlopsaaok oxpaHbl W JONYCKA NOCTOPOHHUX JHI B IpeeJibl
rPAHUIBI KOHTPOJHUPYEMOH 30HbI

12.1. Hacrosuee IonoxxeHre ycTaHaBIMBAET MOPSAOK OXpaHbl (Clayu Mo
oxpany) nomemieHuit UCII/IH BHyTpU rpaHuLlbl KOHTPOJIUPYEMOM 30HBI.

12.2. BckpbITHE M 3aKpbITUE TIOMEIIEHUH OCYILIECTBIAECTCS COTPYIHUKAMH,
paboTalOIMMHU B JAHHBIX TOMEIICHUSX.

12.3. Tlpu OoTCYTCTBUM COTPYIHHMKOB, OTBETCTBEHHBIX 32 BCKPBITHE (CIauy
10J1 OXpaHy) MOMEIICeHUH, JaHHbIE OMEILIEHUS MOTYT OBITh BCKPBITHl KOMHCCHEH,
CO3JJaHHOM Ha OCHOBAaHMHM MPUKA3a, O YEM COCTABIISIECTCS aKT.

12.4. Tlpu 3aKkpBITHH MOMEUIEHUN W CAadyeil WX MOJ OXpaHy COTPYIHHKH,
OTBETCTBEHHBIE 32 IIOMEUICHUS TMPOBEPSIOT 3aKPBITHE OKOH, BBIKIIOYAIOT
OCBEIlIEHHE, OBITOBBbIE MPUOOPHI, OPITEXHUKY M MPOBEPSIOT MPOTHUBONOKAPHOE
COCTOSIHME TIOMEIIECHMSI, a JOKYMEHThl U HOCUTENIH HH(OpMAIUU, HA KOTOPBIX
COJIEP)KUTCS KOHQUAECHLUANbHAasT HH(OpMalus, yOuparoTcs sl XpaHEHUS B
orievatbiBaeMbIil ceri (MeTamuyeckuit mkad).

12.,5. B cootBerctBUM ¢ TpeboBaHusMH JaHHOro Ilonmokenuss mnpu
obpaboTke 3amuimaemoil uHpopmanuu B UCIIIH HCKITIOYNTH HEKOHTPOJIUPYEMOE
npeObIBaHUE MOCTOPOHHMX JIMI[ B IHpenaeiax TIpaHMIl KOHTPOJIUPYEMOH 30HBI
NCII/IH, onipeieieHHBIX COOTBETCTBYIOIIMM MPUKA30M.

13. TIlopsinok cTUpaHusi 3amIUIaeMoii ”HOPMAUM U YHHUYTOKEHUSI
HOCHUTeJ el 3aiuIaeMon HHpopMauu

13.1. B o06s3aTenbHOM MOPSIAKE YHUYTOKEHHUIO TMOAJIEkKAT MOBPEXKIEHHEIE,
BBIBOAUMBIE W3  DKCIUIyaTalluM  HOCUTEIW, COAEpP)KAIIHUE  3allUIIAEMYIO
UH(GOPMAIINIO, HMCTOIb30BaHUE KOTOPBIX HE MPEINojiaracTcss B JalbHEUIIEM.
CtupaHuio TMOJICKAT HOCHUTENH, COJAEpKAIIUe 3allUIIaeMyl0 HHPOPMAIIUIO,
KOTOpble BBIBOAATCA u3 3kciyatauuu B coctaBe WCII[In. He pomyckaercs
CTUpaHUE HEUCIIPABHBIX HOCHUTENEH M IepeJaya UX B CEPBUCHBIA LEHTP MJIA
peMoHTa. Takne HOCUTENU AOJIKHBI YHHUTOXKATHCS B COOTBETCTBUU C HACTOSIIUM
MOPSAKOM.

13.2. Crupanue JOJIKHO MIPOU3BOJIUTHCS 1o TEXHOJIOTUH,
OpeAyCMOTPEHHOM  JJisi  JAHHOTO  THUMA  HOCUTENs, C  IMPUMEHEHUEM
cepTU(QUITMPOBAHHBIX CPEACTB TAPAHTUPOBAHHOTO YHUYTOXEHUS HWHGOpMAIHH
(momyckaeTcsi  3aJ€MCTBOBaTh  MEXAaHU3Mbl  3aTUpPAHUs, BCTPOCHHBIE B
cepTuUIIMPOBAHHBIE CPEJICTBA 3aIUTHI UHPOPMAITUN).

13.3. YHUYTOXEHUE HOCUTENCH TMPOW3BOAUTCS IyTEM HAHECCHUS WM
HEYCTPAaHUMOI'0 (PU3HYECKOTO MOBPEKICHHS, UCKIIOYAIOUIEI0 BO3MOMXKHOCTh HX
WCIIOJIb30BaHUs, @ TaK)Ke€ BOCCTAHOBJICHUS MH(pOpManuu (Tepe] YHUUTOKEHUEM,



€CJIM HOCUTEJb UCTIPABEH, IOJKHO OBITh MPOU3BEIACHO rapaHTUPOBAHUE CTUPAHUE
uHpopmanmn Ha Hocutene). HemocpeiacTBeHHBbIE ACHCTBUS MO YHUUTOXEHUIO
KOHKPETHOTO THUMAa HOCUTENS JOJDKHBI OBbITh JOCTATOYHBI JUIS MCKJIIOUCHUS
BO3MO>KHOCTH BOCCTaHOBJICHUS HHGOPMAIIUH.

13.4. bymaxHsle W TMpoyHME Cropaemble HOCUTENH (KOHBEPTHl C
HEUCIIOIb3YyeMbIMH 00JIee MApOIsIMU) YHUYTOXKAIOT IYTEM CXKHUTAHUS WIH C
OMOUIBIO JIIOOBIX OyMarope3aTelbHbIX MAIIKH.

13.5. Tlo ¢gakTy yHUUTOXEHHUS WU CTUPAHUSI HOCUTENIEH COCTABIISIETCS aKT,
B JKypHajax y4eTa JeJIal0TCd COOTBETCTBYIOIIUE 3aIIUCH.

13.6. Tlpouemypsl CTUpaHUs U YHUUTOKEHUS OCYIIECTBISIIOTCS KOMUCCUCH,
B KOTOPYIO BXOJIAT: OTBETCTBEHHBIN 3a skciuryaTanuto MCIIIH, OTBETCTBEHHBIN 3a
3aIuTy UHPOpPMAITH, AAMUHUCTPATOP O€30MaCHOCTH.

14, 3akaroYuTeJIbHbIE MOJT0KEHUS

14.1. TpeGoBanust Hactosiero IlomoxeHuss 00s3aTeNbHBI I BCEX
COTPY/IHUKOB 00pabaThIBaIOIIUX KOH(pUACHIIUATBHYIO uHdopMaImio
(epcoHabHbBIC JTAHHBIC).

14.2. Hapymenue tpeGoBanuii Hacrosimiero IloynoxkeHus: Bieder 3a coOoif
JTUCHUIUIMHAPHYIO, TPaKIaHCKO-TIPAaBOBYIO, aJIMUHUCTPATUBHYIO W YTOJIOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBUHU C 3aKOHOAATENICTBOM Poccuiickoit denepanumu.
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